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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to pro-vide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not in-stalled and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

» Reorient or relocate the receiving antenna.
» Increase the separation between the equipment and receiver.

» Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

»  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or tv interference caused by unauthorized
modifications to this equipment. Such modifications could void the user’s authority to operate the
equipment.

CE Mark Warning

Ced

This is a class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.
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Package Contents

The follow items should be found in your package:
>  TL-SC3171G Wireless Day/Night Surveillance Camera
>  Power Adapter
> Mounting Bracket with three screws, a Lock Ring, a Brace and a Base Plate
> RJ45 Cable
> Quick Installation Guide
> Resource CD, including:
e This User Guide
e Application Guide

e  Other helpful information

&= Note:

Make sure that the package contains the above items. If any of the listed items are damaged or
missing, please contact your distributor.



Chapter1  Minimum System Requirements

We strongly recommend your computers follow our minimum requirements in order to use this
IP-Camera normally. If your computer doesn’t meet these requirements below, it might cause
some problems.

Item Requirements

CPU Pentium 4 1600MHz (or equivalent AMD)

Graphic . . .

Card 64 MB RAM graphic cards(or equivalent on-board graphic cards)

RAM 512 MB

Operating | Windows 98, Windows ME (Please see &~ Note)

SYStem | \Vindows2000, 2003, XP, Vista, Mac OS X Leopard, Linux
Windows OS: Internet Explorer, Safari, Firefox, Google Chrome, Opera, Maxthon

W

eb MAC OS: Safari, Firefox

Browser

Linux OS: Firefox
& Note:

1) If you are using Windows 98 or Windows ME, please install IP Installer before using WEB Ul
to ensure the system runs normally.

2) If you can't view the record video file, please install Xvid codec while installing Intelligent IP
Installer. (For Windows 98, ME or 2000 server, the codec might not work properly. You’ll need
to download Xvid codec 1.0 from the Internet.)

3) Please always update the latest Windows component. (Net Framework, Windows Media
Player, Enhance ActiveX Security)



Chapter 2 Physical Overview
21 Front View

Focus Adjustment Ring

B

» Built-in Microphone

Figure 2-1

Focus Adjustment Ring: Adjust the focus to get a clear image.

Built-in Microphone: Built-in microphone for two-way audio.

2.2 Bottom view
— \Wireless Antenna

> Audio In

— Audio Out I—>Power Connector

y Dl+DI- COMNO POWER |
o
—> Network Connector
Reset NN .
v I/O Terminal Connector
Power LED Indicator

Figure 2-2
Wireless Antenna: For connection of IEEE 802.11b/g wireless network.
Audio In: To support audio in with Microphone for two way audio.

Audio Out: To support audio out with earphones or speakers for two way audio.

Power Connector: For connection of 12V DC input.
Power LED Indicator: Power LED will light up after completing the boot process.

Reset: To successfully restore the camera to factory defaults, please keep the device powered on,



then press and hold the Reset Button for at least 10 seconds. The CPU of the camera starts to
work completely 1 minute after you release the Reset button.

I/0 Terminal Connector: Input/Output to support External Alarm and Sensor used for motion
detection, event triggering and alarm notification, etc.

Network Connector: For connection to the Ethernet via RJ45 standard.



Chapter 3  Using IP Camera via Web Browser

3.1 Obtain the IP Address

1. Insert the provided CD into your CD-ROM driver. The Setup Wizard will automatically pop up
on your computer’s screen as shown in the figure below.

TP-LINK

> ISE-;LIi)l -Wiza rd'

The Reliable Choice e Surveillance Camera

Software CD Menu

IP Surveillance Software
Intelligent IP Installer
User Manual

Language Pack

Spacilicatons o siect 1o changs without noice, More information, please tefar o Gt Ui =link com TP-LIN#

% & egistered trademais of TP-LINE Technologies o, Lid, Copyright © 20089 TP-LINK. All fights reserved V10

Figure 3-1

2. Choose the Intelligent IP Installer, and then the next screen appears. Click on Intelligent IP
Installer to begin the installation.



~ Setup Wizard

Sunrellhnce Camera

TP-LINK

The Reliable Choice

Intelligent IP Installer
Intelligent IP Installer

Intelligent IP Installer User Manual

Spacilicatons o siect 1o changs without noice, More information, please tefar o Gt Ui =link com TP-LIN#
% & egistered trademais of TP-LINE Technologies o, Lid, Copyright © 20089 TP-LINK. All fights reserved V0 EXIT BACK

Figure 3-2

3. Atfter the installation is finished, click Start > Program Files > TP-LINK >Intelligent IP
Installer to start using the program.

T Activate Windows
@ Set Program Access and Defaulks

i Internet
| é Irternet Explorer W5 Windows Catalog
| W windows Update
E-mail
| \s‘j Ouklook Express m Aceessories '
T Games v
v MaN a
I Startup »
ewmbw;mﬁap;a? & Irtermet Explarer
L

iy imdows Messenger | (9 Outlock Express

4o Remate Assistance
'@ Tour Windmws XP ©® Windows Media Player

3 Windows Me
g g 3 s Messenger
G windows Movie Maker
@ Symantec Client Security

Files and Settings Tr
o Wizard

G TP-LINK ’
[F) CorelDEAY 9 ’

All Programs B B intelligent 1P Instaber

@ Inteligent 1P Instaler Uninstal |

Eg Intelbgent 1P Installer

Figure 3-3

4. The following screen will then display. Click the Search button to search Network Cameras in
the network; it displays Network Cameras information including IP Address.



ﬂ Intelligent IP Installer

Surveillance Tech. Innovator

T Camera lrQ User ]G) Abnut..]

UPnP device list

IP &ddress
192.168.1.100

MAC Address
O01BFEOOYDEE

Mamne

"L Setup J

22 Metwork Camera DayMight Survellance Camera

2 Upgrade J

3% Factory default J

(U] Rehoot J

J gearch | @& LnktolE |

Hint
Click on the device listto select a device and click on function buttons to execute. Click on Search to clean
up the device list and search all devices within the same subnet again.

Figure 3-4
3.2 Windows Web Browser

1. Click Link to IE button in Figure 3-4 or launch your web browser, and enter the IP address
(obtain from Figure 3-4Figure 3-4) of the IP camera in the Location / Address field of your

browser.
X
.1:

4 about:blank - Microsoft Internet Explorer |’L||'E|
File Edit View Favorites  Tools  Help i

o

<) </ |ﬂ @ h j_\J Search ‘i":(’ Favorites ﬁ‘j
ﬁddress| http:/i192.165.1.100/ v|G.:. Links > & -

&= Note:

1) For the first time login with IE, you will need to enable “Download signed ActiveX controls”.
Please go to Tool—Internet Options...—~Security—Custom Level... and find Download
signed ActiveV controls to prompt it. For detailed information, please refer to the Quick
Installation Guide.

2) If you only want to view the video without setting page, enter “http://<IP>/index2.htm” as your
web URL . For example, you can enter “http://192.168.1.100/index2.htm” as your web URL to
view the video without setting page.

2. Enter the default User name “admin” and password “admin” in the login window as shown



below.

Connect to 192. 168. 1. 100

Day/Hight IF Came

User name:

Password;

Figure 3-5

& Note:

The default User name “admin” and Password “admin” are set at the factory for the administrator.
You can change them in the Account Menu (Please check “SETTING — BASIC — Security —

Account”).

3. The web-based management page will display on your screen. On the leftmost column of the
web-based management page are Setting, Client Setting, and Image Setup. For more
details, you can refer to Section 5.2 Setting, Section 5.3 Client Setting and Section 5.4

Image Setup.

Live View

Figure 3-6



3.3 Mac Web Browser

1. Click the Safari icon on the screen as the figure below shown, and enter the IP address of the
IP camera (which can be obtained from Figure 3-4) in the Location / Address field of your
browser.

& Note:

If you only want to view the video without setting page, enter “http://<IP>/index2.htm” as your web
URL. For example, you can enter “http://192.168.1.100/index2.htm” as your web URL to view the
video without setting page.

‘Finder"File Edit View Go Window Help S = =4 O Q

el St

Figure 3-7



2. Enter the default User name “admin” and password “admin” in the dialog box as shown below.

# Finder File

Edit View Go Window Help

Yahoo!

A hitp://192.168.1.100 / © |~ (Q- Google

&= Note:

The default Name “admin” and Password “admin” are set at the factory for the administrator. You
can change them in the Account Menu (Please check “SETTING — BASIC — Security —

Account”).

Make Y1 your home page

Yahoo! Home My Yahao!

Featured

E) answers
& Autos

@ Finance

@ Games

& Groups

37 HotJobs
[ Maps

&' Mobile web
(L, Movies | TV
@ Music

¥ omG

«

To view this page, you need to log in to area

Camera” on 192.168.1.100 80.

Your password will be sent in the clear.

1s your home Insurance policy adequate?

Name: admin

Password: .

! Taiwan

Cancel

"1 Remember this password in my keychain

Page Options 7]

1il status: Sign In Free mail: Sign Up

The U.S. isn' alone in feeling the severe
effects of the global recession.
» Some flirting with bankruptey

* Global aconomy Worst since 15305
« Gelthner accepts LS. fault In crisls

Find out which two 'Idols’ got
the boot

singing phenom Boyle's
Rl kissing confession

» More: Featured | Buzz

‘E 5 easy ways to reduce your
ESa#| garbage output

T8 Real Estate
1¥ shine

£ shopping
> Sports

@ Travel

[E] Yellow Pages

Small Business

- Get a Web Site
= Domain Names
- Sell Online
= Search Ads

Featured Services

- Downloads: IE8 ™"

« Health

- Kids

- GeoCities

= Mail Plus

= ¥ International

News Finance

World | Local |

+ UN.: More than 100,000 civilians flee Sri Lanka's war zone

* British High Court demands documents on alleged Gitmo torture
- Vote to update marriage laws caps decade-long fight in Conn

- FBI probes finances of N.Y. man police say killed family in hotel
« Starting Point blog: A scrapped iPhone app, 2 appendectomies
« &3 J. Lo raises awareness about adult whooping cough vaccine
+ 2 Woman hires impersonator to attend her high school reunion
= NBA - MLB - NHL - NFL - NASCAR - Golf - Soccer - UFC

» More: News | Popular | Odd News

Markets: Dows: -1,0% Nasdag: +0.1%

Marketplace

Bargains on Gadgets
Find the best bargains on the coolest electronic gadgets
at Yahoo! Shopping

‘Yahoo! Autos — Get a new car quote from a dealer in your area today.

Go to Yahoo! Shopping and compare prices on thousands of phones
Find your new cells phone now.

= =) | §22 runes

8) Weather éEv&nts | Q Horoscopes

Yahoo! Shopping = Shop how

Shop for perfect Mother’s Day gifts

C
o . = 2.
) T
Cell Phones  $50 & Under Digltal Cameras  Jewelry

I,

Fashion Handbags Flowers Beauty
Yahoo! Travel: Early Bird Sale

Save on Your Next Trip
Plan ahead and save up to 40%
on your hotel

F) » Start planning
Pulse - What Yahoos Are Into

Most Popular Concept Cars
> {125 - Hyundal Nuvis
- Scion IQ
| - Mitsubishi Outlander GT
- Acura ZDX
- Ford Family One
« Mercedes E250 BlueTEC

» More Yahoo! Autos

Figure 3-8
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3. The web-based management page will be display on your screen. In the leftmost column of
the web-based management page are Setting, Client Setting, and Image Setup. For more
details, you can refer to Section 5.2, Section 5.3 and Section 5.4.

# Finder File Edit View Go Window Help

IP CAMERA Viewer

'<|. ¢ |zl | + | @hp//192.168.1.100/
an)

[Eimage setup . Live View
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Chapter 4 Operating IP Camera via Mobile Phone

4.1 3G Streaming Mobile View Mode

4.1.1 3G Mobile Phone Streaming Viewing

For 3G mobile phone viewing, type “rtsp://<IP>:<PORT>/video.3gp " into your 3G Streaming
Link. <IP> is the Public IP address of your IP camera; <PORT> is the RTSP port of your IP camera
(Default value is 554.) Example: rtsp://100.10.10.1:554/video.3gp

& Note:

You can also use RTSP clients (RealPlayer, VLC, QuickTime Player...etc.) to view RTSP
streaming, just type in “rtsp://<IP>:<PORT>/video.3gp” as the Player URL.

41.2 2.5G Mobile Phone WAP Viewing

For 2.5G mobile phone viewing, type “http://<IP>/mobile.wml” into your 2.5G WAP Browser. <IP>
is the Public IP address of your IP camera.

41.3 2.5G Mobile Phone Browser Viewing

For 2.5G mobile phone viewing, type “http://<IP>/mobile.htm” into your 2.5G Web Browser. <IP>
is the Public IP address of your IP camera.

12



4.2 Using IP Camera via iPhone

You can use TP-LINK Web User Interface via iPhone. Please follow the setting process below.

Then you can use TP-LINK Web Ul via iPhone.

1. Select Safari function

3. Enter name and password.
Default values are both admin.
Then click Log in

e TW... = 10:59AM = o p=

“cancel | Secure Websit2 | Login ’

Password will be sent in the clear.

- [N

13

2. Enter IP address in your web link.

e = 10:58AM o =

Cancel

192.168.1.100 ) O
——

4 [2[o]]s[s +[s]o]o
oooonn
T T L
il 1 -

4. The TP-LINK User Interface and live
image will show up in the middle of the
screen.

O -

= 10:50AM =%

A

Q T

TE

&= Note: |t will show continuous snapshots

not a real time video streaming. Therefore, the
recording feature is disabled.



Chapter 5 Configuration of Main Menu

You would find that the illustrative web pages in this Manual are all orange. Please note that
they're from our latest firmware, which can be downloaded from our website. Web pages in our
previous firmware are blue.

On the leftmost column of the web-based management page are Setting, Client Setting, and
Image Setup. For more details, you can refer to Section 5.2 Setting, Section 5.3 Client Setting,
Section 5.4 Image Setup.

" Psetting | Snapshot Full screen

Live View

Video Play Audio button Zoom in / Out

On the right column of the web-based management page, you can use Live View. There are four
different functions which are Snapshot, Zoom, Audio and Video Play. You can see more details
as follows.

5.1 Live View

5.1.1 Snapshot

You can capture a still image shot by the camera and save it in your computer.

Symbols | Meaning

E click to display a snapshot window

Save

| to save the picture in your computer
mage

Close to return to the view page

: full Screen

14



5.1.2 Zoom in/out the image via the monitor window

e Click to display the digital zoom in window.
e Full _ to adjust the digital zoom range, and it will be

showed on the above window.

e You can use the left click of your mouse to move the I:l to any where on the window to
view the desired detail more clearly.

5.1.3 Video play buttons

Symbols | Meaning
n Pause the current video
= Play the video
n Stop the current video
n Record the current video

5.1.4 Audio buttons

Symbols Meaning & Note

mean the speakers of your computer are
- Speakers turned on turned on to transmit the sounds from the
connected IP camera(s)

- Speakers turned off

mean you can broadcast to the connected
- Microphone turned on IP camera(s) via the Ethernet using your
microphone

15



n Microphone turned off

E Volume control bar

5.2 Setting

P_ atting

This function is only for the Administrator. Click this button to get into the Basic and Advance
settings menus.

€ Home |

SETTING
+BASIC
+Advanced

TP-LINKC

The Reliable Choice

WELCOME TO CAMERA SETTING PAGE

There are four sub-menus under the BASIC menu, which includes System, Camera, Network,
and Security. For more information, you can refer to Section 6.1 System, Section 6.2 Camera,
Section 6.3 Network and Section 6.4 Security.

There are eight sub-menus under the Advance menu, which includes FTP Client, SMTP, HTTP
event, Alarm output, Schedule, Alarm input, Motion detection, and System Log. Fore more
information, you can refer to Section 7.1, Section 7.2, Section 7.3, Section 7.4, Section 7.5,
Section 7.6, Section 7.7 and Section 7.8.

16



5.3 Client Setting

| & Client setting |

This function is only for the client.

_ : Live View
View size 3200240 v

Protocol HTTP v

Click this button to configure the settings of IP Camera, which includes Mode, View size,
Protocol, and Video buffer.

5.3.1 Mode
Click the drop-down list to choose MPEG4, MJPEG and JPEG video compression mode.
&= Note:

MJPEG streaming is unavailable if RTSP mode is On (Please check SETTING — BASIC —
Camera — General).

5.3.2 View Size

Select the desired display image resolution to 640*480 or 320*240. It is suggested that you go to
Client Setting to select a suitable View Size before using the IP camera as shown in the figure
below. For the PC whose resolution is less than 1280*1024, View Size of 320*240 is
recommended.

17



Mode MPEGS +

| View size 320240 v

Protocol HTTP v

Video buffer

5.3.3 Protocol
Select the transferring protocol from TCP, UDP, HTTP and Multicast.

& Note:

This item appears only when RSTP mode is enabled (selecting SETTING — BASIC — Camera
— General).

5.3.4 Video Buffer

Turn the Video Buffer function ON / OFF. The Video Buffer function makes the streaming more
smoothly in unsteady network environment, but might cause a little delay in live viewing.

5.4 Image Setup
-5 =Image setup |

You can use the tool bar to optimize video Brightness, Contrast, Saturation and Hue.

5.4.1 Brightness

Live View

Brightness

Contrast
]

Saturation
[EE—— )

Hue
T

Default

The higher value the brightness is, the brighter the image is.

18



5.4.2 Contrast

The contrast is a measure of a display system, defined as the ratio of white to black that the
system is capable of producing. The higher value the contrast is, the more delicate color you can
get.

5.4.3 Saturation

The saturation of a color is determined by a combination of light intensity and how much it is
distributed across the spectrum of different wavelengths. The higher value the saturation is, the
more colorful the image will be.

5.4.4 Hue

Hue is one of the three main attributes of perceived color, which is affected by different wavelength
of color. With higher value of hue, color will be much more vivid.

5.4.5 Default

After the adjustment of all settings, you can still click Default to make the setting back to the
factory default settings.

19
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Chapter 6 Setting-BASIC

| € Home |

SETTING

-BASIC

+System

+Camera

i TP-LINK
+Security

+Advanced The Reliable Choice

WELCOME TO CAMERA SETTING PAGE

Click BASIC to display the submenus including System, Camera, Network, and Security.

6.1 System

Click System to display the submenus including Information, Date/Time, and Initialize.

| € Home |

SETTING
-BASIC
-System
+ Information

ntnice. TP-LINKC

+Camera The Reliable Choice

+Network
+Security
+Advanced

WELCOME TO CAMERA SETTING PAGE

6.1.1 Information

The Information page provides the basic information of the product which includes Product name,
Firmware version and Web version.

20



| € Home |

Information

SETTING
-BASIC ¥ Product name | |
-System
+Information
+Date/Time = Web version |

= Firmware version | |

+Initialize

+Camera
+Network
+Security
+Advanced

6.1.2 Date/Time
The Date/Time page displays all options of time setting.
et i mmed

Date/Time
SETTING
-BASIC M Current datetime | 01-01 02:08:42 |
-System
+Information ® PCclock [2010-02-24 18:02:3 |
*Date/Time ¥ Dateftime format IYYYY'mm'dd hh:rmm; gs V!
+Initialize )
= Adjust i
AT /] () Keep current setting
+Network (O Synchronize with PC
+Security () Manual setting
+Advanced
(& Synchronize with NTF
NTP server narne
| |AUTD
Interval |1 % | hours
B Time zone |(GMT+DB:DD)EIeijing, Chongging, Hong Kong, Uramagi o
= Davlight Saving Time
Start time @& Bydate () Byweek number
lJanuary Vl First |1 V| |0 VE:|DD V|
End time @& Bydate () Byweek number
danvary ] i Mon (||t 8 [0 8):[o0 ]

’ 0K ][ Cancel ]

Current date/time: Displays the current date and time of this IP Camera.
PC clock: Displays the date and time of the monitoring PC clock.

Date/time format: You can click the drop-down list to select different time display formats.

>
>
>
>

Adjust: You can select one of those four adjusting modes for your IP Camera.

e Keep current setting: Select this mode to keep the current date and time of this IP
Camera.

e Synchronize with PC: Select this mode to keep the date and time of this IP Camera the
same with the monitoring PC.

e Manual setting: Select this mode to adjust manually the date and time of this IP Camera.

e Synchronize with NTP: Specify the NTP server name and the Refresh Interval to

21



synchronize the date and time of this IP Camera with those of the time server, known as
the NTP server.

& Note:

The NTP server (Network Time Protocol) is the time server which is an Internet standard
protocol built on the top of TCP / IP. This assures accurate synchronization to the millisecond
of computer clock time in a network of computers.

e Time zone: You can select the format from Greenwich Mean Time. The time displayed
will be the same as the current date / time option.

e Daylight Saving Time (DST; also summer time in British English): It is the practice of
advancing clocks so that afternoons have more daylight and mornings have less. Here
you can find the daylight saving time around the world:
http://en.wikipedia.org/wiki/Daylight saving time around the world

6.1.3 Initialize

Initialize
SETTING
“BASIC M Reboot
-System
« Information = Factory default ’ Factory default ]

* Date/Time M Backup setting data

« |nitialize

+Camera ™ Restore setting (Browse. ]| OK |
*Network ™ Firmware upgrade BT ] 0K
+Security

+Advanced = Upload language pack [ Erowse. ] [ QK ]

Language : Englizh

» Reboot: Click this button to reboot this IP Camera. A confirmation dialogue will appear and
then click OK to process. It takes two minutes to reboot this IP Camera.

> Factory default: Click this button to reset this IP Camera to the factory default settings. A
confirmation dialogue will appear and then click OK to process. The network LED indicator on
the IP Camera will start to blink. This IP Camera will reboot automatically after the restoring
has been finished. Don't turn off this IP Camera during this process.

> Backup setting data: You can save configuration setting data of this IP Camera into a file.
Click Save and follow the instructions on the browser to save this setting data file to specified
location.

> Restore setting: Download the saved setting data of this IP Camera. Click Browse... and
select the saved file. Click OK and this IP Camera is adjusted according to the loaded data
and then restarted.

» Firmware upgrade: Upgrade the device software. Click Browse... and select the file for
upgrading. A confirmation dialogue will appear. Click OK to start. This IP Camera will reboot
after upgrading has been finished.

&= Note:

Use only upgrade files that are special for this IP Camera. Otherwise problems may occur. Don't
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turn off the IP Camera power or disconnect the network until the upgrading is completed.

» Upload language pack: Upgrade the device language pack. Click Browse... and select
the file for upgrading. A confirmation dialogue will appear. Click OK to start upgrading. The
upgrade is applied immediately. The default language is “English”.

6.2 Camera

Click Camera to display the submenus including General, MPEG4 and MJPEG.
| [€ Home |

SETTING

-BASIC

+Systemn
-Camera
TP-LINK'
+MPEG4
+MJPEG The Reliable Choice
+Network

+Security
+Advanced

WELCOME TO CAMERA SETTING PAGE

6.2.1 General

General
SETTING
-BASIC ™ RTSP @ on O Of

+System [

-Camera RTSPport ® 554 O | (1024 -65535)
+General RTF Port range iSDEIEI |(1 024 ~B5537) ~ !?999 {1027 ~B5534)
+MPEG4 Y ' )

L] A
«MJPEG Image rotated | Mona v
+Network = Audio Codec @ On () Off
*Security M Exposure mode () 50Hz () B0Hz (3) Auto
+Advanced e e el
™ White Balance |Autg v|
IR () On O Off (3 Auto
Threshald Bright | uDark
= Overlay () Textowverlay () Privacy mask &) Off

[ Ok ] [ Cancel
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» RTSP: Switch On or Off.

e RTSP Port: Specify the transmission port number of RTSP streaming. The default value
is 554.

e Port Range: Specify the transmission port range of RTP streaming video. RTP will select
a port randomly from this range.

&= Note:

RTSP (Real Time Streaming Protocol) is a protocol used in streaming media system which allows
clients to remotely control a streaming video server. RTSP is supports by most of the media clients
such as Real Player, QuickTime and VLC...etc.

Image rotated: You can mirror or flip the display screen.
Audio Codec: Switch On or Off.

Exposure mode: You can choose Auto, 50Hz or 60Hz. If you choose Auto option, the camera
will adjust automatically to perform well.

> White Balance: You can choose the white balance to Auto, Sunny, Cloudy and Black &
White.

> IR: You can choose Auto, On or Off. If you choose Auto option, the camera will adjust
automatically to perform well.

& Note:

1) The effective range of the IR (Infrared) light is 10 meters (33 feet), and it is strongly suggested
that you install it in a place without any barriers within 3 meters of the field of view (10 feet).
Reflected light from a large closed barrier (such as a wall) may cause the camera to shut down
the infrared light.

2) Normally, 10 seconds after the environment becomes darker than the threshold, the camera
will turn on the IR (Infrared) light. One typical abnormal situation is that a barrier is very close
to the camera and shields all available light.

» Overlay:

e Text Overlay: You can see some information on the display screen which includes
Date/Time and user-defined text. Also, you can change the background color.

e Privacy Mask: You can cover a specific area of the video image.

6.2.2 MPEG4

A. Computer View

If RTSP is On (see Setting —Basic — Camera — General), the screen will display as shown
below.
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Computer view

SETTING
SRESIE = Viewer authentication &) On () Of
+System
R TIIETE M Multicast streaming @On 3 Off
+ General Multicast address 5228.0.0.1 |
-MPEG4 i —
* Computer view Yidegport 0 sutoi @ iamnil (0282 83395)
*Mobile view sudio port ) Auto () |7000 | 1024 ~ 65535
+ MJPEG f— 7
+Network Time-To-Live (15 i 110 299)
+Security B Image Size |540x480 & |
+Advanced — .
= Frame rate | 30 v | Tps
—=
B Ouality
() Auto

() Fixed hitrate | 2047 khps

[ Ok l[ Cancel l

> Viewer Authentication: If the viewer authentication is On, the users will be requested to type
in username and password when viewing through RTSP.

» Multicast Streaming (If it is ON)
e Multicast address: Specify the multicast server address.

e Video/Audio port: Specify the transmission port number of the video data, which is an
even number from 1024 to 65534.

e Time-To-Live: Set the maximum TTL (Transistor-Transistor Logic) that multicast can
pass through.

> Image Size: Specify the image size when the network camera transmits. You can choose
among 640 x 480, 320 x 240, and 160 x 120.

» Frame rate: Set the frame rate of the MPEG4 image. You can choose values from 1, 2, 3, 4,
5,7,10, 15, 20, 25, and 30 fps. The unit “fps” stands for “frames per second”.

> Quality:
e Auto: The quality and bitrate will be adjusted automatically according to the frame rate.

e Fixed Quality: You can select the value of quality among Medium, Standard, Good,
Detailed and Excellent.

e Fixed bitrate: Set the bitrate of MPEG4 image transmission for a line. You can select the
values from 64, 128, 256, 384, 512, 768, 1024, 1280, 1536, and 2048 kbps.

If RTSP is Off (see Setting —Basic — Camera — General), the screen will display as shown
below.
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Computer view
SETTING

-BASIC

- ize [B40%430 ¥
- Syiam Image Size |540x480

-Camera ™ Frame rate |§D V| fos

+ General ® Quality
-MPEG4
) Auto

*+ Computer view

+ Mobile view (%) Fixed quality !E}{cellent M

* MJPEG O Fixed bitrate | 7040 kbps
+Network

+Security
+Advanced [ Ok ] [ Cancel

B. Mobile View

If RTSP is On (see Setting —Basic — Camera — General), the screen will display as shown
below.

Mobile view

SETTING
i M Viewer authentication &) On () Off
+System i
 ERamers M Multicast streaming
* General Multicast address IEEE.D.D.']
-MPEG4 i e
+ Computer view Video port O Auto & |%| (1024 ~ B5535)
*Mobile view Audio port O Auto & 11000 (1024 ~ G5435)
+ MJPEG P
+Network Time-Tao-Live |15 | {1 to 254
+Security W Image Size | 160x120 +
+Advanced —— )
™ Frame rate |5 v| fhs
— =
= Quality
) Auto
(" Fixed guality

@ Fixed hitrate 554 v_| khps

[ Ok l[ Cancel ]

» Viewer Authentication: If the viewer authentication is On, the users will be requested to type
in username and password when viewing through RTSP.

» Multicast Streaming (If it is On)
e Multicast Address: Specify the multicast server address.

e Video/Audio Port: Specify the transmission port number of the video data, which is an
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even number from 1024 to 65534. It is set to 10000 and 11000 by default.

e Time-To-Live: Set the maximum TTL(Transistor-Transistor Logic) that multicast can pass
through.

Image Size: The image size of Mobile View is fixed at 160 x 120.

Frame Rate: Set the frame rate of the MPEG4 image. You can choose values from 5, 10fps.
The unit “fps” stands for “frames sent per second”.

> Quality:
e Auto: The quality and bitrate will be adjusted automatically according to the frame rate.

e Fixed Quality: You can select the value of quality among Medium, Standard, Good,
Detailed and Excellent.

e Fixed bitrate: Set the bitrate of MPEG4 image transmission for a line. You can select the
values from 16, 32, 48, 64, 128, 256bps.

If RTSP is Off (see Setting —Basic — Camera — General), the screen will display as shown
below.

€ Home |

Mobile view
SETTING

-BASIC
+System

B Viewer authentication on Off

T = Multicast streaming (]} off

+* General

-MPEG4
+* Computer view
* Mobile view

* MJPEG
+Network
+Security ' Image Size
*Advanced = Frame rate ok
= Quality

Auto
Fixed quality
Fixed hitrate kbps

6.2.3 MJPEG

If RTSP is On (see Setting —Basic — Camera — General), the screen will display as shown
below.
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MJPEG

SETTING
-BASIC M Image Size
+System
e ™ Frame rate fhs
+ General = Guality
+MPEG4 Auto
+ MJPEG
Fixed quality

+Network
+Security
+Advanced

If RTSP is Off (see Setting —~Basic — Camera — General), the screen will display as shown
below.

MJPEG

SETTING
“BASIC ¥ Image Size EE:J,D}{:J,BD v|
+System Baliabiiiboed__|
-Camera
+ General » Quality
-MPEG4 O Auto
.E:T::::L:EW (& Fixed quality | Excellent v
+ MJPEG
+Network [ oK ] [ B ]
+Security
+Advanced

™ Frame rate | 15 v fhs

> Image Size: Specify the image size when the network camera transmits. You can choose
among 640 x 480, 320 x 240, and 160 x 120.

» Frame Rate: Set the frame rate of the MJPEG image. You can choose values from 1, 2, 3, 4,
5,7, 10, 15fps. The unit “fps” stands for “frames per second”.

> Quality:
e Auto: The quality will be automatically decided.

e Fixed Quality: You can select the value of quality among Medium, Standard, Good,
Detailed and Excellent.

6.3 Network

Click Network to display the submenus including Information, PPPoE, DDNS, UPnP, Bonjour,
IP Notification, Wireless and Messenger..
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SETTING
-BASIC
+System
+Camera

etwork TP-LINK
«PPPoE The Reliable Choice
+DDNS

+UPnP
* Bonjour
+IP Notification
*Wireless
*Messenger
+Security
+Advanced

WELCOME TO CAMERA SETTING PAGE

6.3.1 Information

The page of Information displays the MAC address of the device.

Information

SETTING
~BASIC ™ MAC address
+System
+Camera
-Network () Use the following IP address

(& Obtain an IP address automatically (DHCR)

+|nformation
+PPPoE
+DDNS
+UPnP

+Bonjour
+|P Notification
+Wireless () Use the following DMNE server address
* Messenger
+Security
+Advanced

Cbtain DMS server address automatically

= HTTP port number =80 O (1024 to B5535)

[ 0]4 J l Cancel ]

» Obtain an IP address automatically (DHCP): (If a DHCP server is installed on the network)
Select this, the IP will be assigned by the DHCP server.

> Obtain DNS server address automatically: Select this to obtain the address of DNS server
automatically.
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Information
SETTING
-BASIC M MAC address
+System . :
+Camera {:} Ohbtain an IF address automatically (DHCF)
-Network @ Use the following IP address
il L IP ardress 192.168.1.100 |
*PPPoE
- DONS Subnet mask |255.255.255.0 |
i Default gateway 192.188.1.1 |
* Bonjour
«IP Notification () Obtain DNE server address automatically
*Wireless (% Use the following DOME server address
'MEﬁ;enger Primary DNS server 192 163.1.1 |
+Security
+Advanced Secondary DS server |D_|:|_|:|_D |
B HTTP port number ® 80 O | | (1024 to 65535)
[ Ok ] ’ Cancel ]

» Use the following IP address: Select this when the fixed IP address is set.
e IP address: Enter the IP address of the device.
e Subnet mask: Enter the subnet mask.
e Default gateway: Enter the default gateway.

> Use the following DNS server address: Select this when you set the fixed IP address as the
IP address of DNS server.

e Primary DNS server: Enter the IP address of the primary DNS server.

e Secondary DNS server (optional): Enter the IP address of the secondary DNS server if
necessary.

» HTTP port number: Select 80 in general situations. If you want to use a port number other
than 80, select the radio button before the text box and enter a port number between 1024
and 65535.

e When you have set the HTTP port number to a number other than 80 on the Network
setting page or in the Setup Program, access the device by typing the IP address of the
device on the web browser as follows: for example, when HTTP port number is set to
2000 and the IP address of your camera is set to 192.168.1.100, you should type in
http://192.168.1.100:2000/ to access the device.

The change of settings will not take effect until the camera is rebooted. Please go to
“SETTING— BASIC — System — Initialize” page and click the Reboot button as shown in
the figure below after you make some changes.
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Initialize

SETTING

-BASIC ¥ Reboot

-System
+ Information

* Date/Time ™ Backup setting data

™ Factory default [ Factary default ]

« |nitialize
+Camera ¥ Restore setting | |[ Browse... ] [ Ok ]
+Network ™ Firmware upgrade | H Erowse l 0K
+Securi
+Advanm:: = Upload language pack | ” BErowse. ] [ oK ]

Language : English

6.3.2 PPPoE (Point-to-Point Protocol over Ethernet)

If your ISP provides Dynamic IP with authentication by username and password, enter all PPPoE
information in this part. When you use the PPPoE function, you need to turn on the DDNS or IP
Notification function at the same time.

PPFPoE
SETTING
-BASIC B PPPoE (3 On () OfFf
:?ﬁtem IP address i |
amera
-Network User|D | |
+ Information — | |
+*PPPoE
+ DDNS Re-type password | |

+UPnP

: {# Obtain DMS server address automatically
*Bonjour

+ |P Notification (7 Usethe following DNS sener address
+*Wireless
+ Messenger
+Security
+Advanced

[ Ok ][ Cancel ]

IP address: The IP address obtained when the IP camera connecting with network at PPPoE.

User ID: Enter the user ID for authentication necessary for PPPoE connections. Type it up to
64 characters.

» Password: Enter the password for authentication necessary for PPPoE connections. Type it
up to 32 characters.

Re-type password: Re-type the password to confirm.

Obtain DNS server address automatically: Select this to obtain the address of DNS server
automatically.
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PPPoE
SETTING
“BASIC ® PPPOE () On O OFF
:(S:ystem IP address ! |
amera L |
-Network User D | |
¢ Information Password | |
*PPPoE
+ DDNS Re-type password | |
L 3 Obtain DNS server address automatically
+ Bonjour i
« IP Motification (& WUse the following DMNE server address
*Wireless Primary DMNS server 52 168.1 1
* Messenger :
+Security Secondary DMS server !_EI.D.D.EI |
+Advanced
[ 0]24 ] [ Cancel ]

> Use the following DNS server address: Select this when you set the fixed IP address as the
IP address of DNS server.

e Primary DNS server: Enter the IP address of the primary DNS server.

e Secondary DNS server: Enter the IP address of the secondary DNS server.

& Note:

1) PPPoE (Point-to-Point Protocol over Ethernet): PPPoE is a network protocol for
encapsulating Point-to-Point Protocol frames insider Ethernet frames. PPPoE connection is
used mainly with ADSL service where individual users connect to the ADSL transceiver
(modem) over Ethernet work. It also widely used in XDSL (digital affiliate line such as ADSL,
VDSL or SDSL)

2) The IP Camera needs to be rebooted after it finishes changing the network completely. For
more details, please refer to Section 6.1.3 Initialize.

3) The IP Camera with Intelligent IP Installer can’t be founded after PPPoE is active, but you
can get the IP address of the camera by IP Notification function. For more details, please
refer to Section 6.3.6 IP Notification.

4)  If the IP Notification function is not configured to report the IP address of the camera, you
can reset the camera to its factory default settings by pressing the Reset button. Then the
camera can be found by Intelligent IP Installer.

6.3.3 DDNS (Dynamic DNS)
Choose menu “Dynamic DNS”, you can configure the Dynamic DNS function.

The IP Camera offers the DDNS (Dynamic Domain Name System) feature, which allows the
hosting of a website, FTP server, or e-mail server with a fixed domain name (named by yourself)
and a dynamic IP address, and then your friends can connect to your server by entering your
domain name no matter what your IP address is. Before using this feature, you need to sign up for
DDNS service providers such as www.dyndns.org, or www.noip.org. The Dynamic DNS client
service provider will give you a password or key.
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DDNS

SETTING
“BASIC ™ DDNS () On ) Off
kit Servername | v|
+Camera
-MNetwork Lser D | |
+ Information Password | |
*PPPaE L |
+DDNS Re-type password | |
.UP"_P Hast name | |
*Bonjour
+|P Notification
+*Wireless [ IR ] [ Cancel

* Messenger
+Security
+Advanced

Server name: Choose the DDNS Server from the list.

User ID: Enter the user ID for authentication necessary for DDNS connections. Type it up to
64 characters.

> Password: Enter the password for authentication necessary for DDNS connections. Type it
up to 32 characters.

Re-type password: Re-type the password to confirm.

Host name: Enter the host name that is registered to the DDNS server.

&= Note:
How to apply DDNS username and Host name?
You can apply DDNS username and Host name by the following steps:

1. Log in http://www.dyndns.org, click the Create Account.
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DynDNS.com » Dynect » DynTLD : Corporate

() DynDNS ]|

Lost Passwiord? - Creste Account

About Services Account Suppaort News

A NEW WINDOW TO YOUR WORLD New to DynDNS?

e : Take a tour and see what we do
All-new DynDNS Updater for Windows, now available
DNS Services
DNS for static and dynamic IP address

MailHop Services

Ensure reliable emai delivery

I— Search |

Dynamic Metwork Services Inc. Expands Domain Registration Services
Resources Services Support About DynDNS
What is DNS? DNS Hosting 24/7 Premier Support Company Facts
DNS Tools Free Dynamic DNS DNS Update APT Technologies
Home Solutions Email Relay Update Clients DNS Inc. Jobs
Business Solutions Domain Names Updater for Windows Contacts

© 1958-2008 Dynamic Metwork Services, Inc, - Legal Nofices - Contacts

Input all information and follow step by step with DynDNS.

DynDH

() DynDNS e

Lost Password? - Creste Account

» Dynect » DynTLD

About Services Account Support News

My Account | Create Your DynDNS Account

Create Account
| Please complete the form to create your free DynDNS Account.

Login
Lost Password? -User Information
Username: |
Sea rch Email Address: I “Instructions to activate yiour aocount will be sent 1o the emall address p'm"ic"ec. _

I Confirm Email Address: |
E Your password needs to be maone than 5 characters and cannot be the same as IDUT USEMmaEme,
Search Password: I Do ot choose 3 password that is a2 common word, or can otherwise be easihy guessed.

Confirm Password: |

- About You (optional)

Providing this information will help us to better understand our customers, and tailor future offerings more accurately to your
needs. Thanks for your help!

How did I et I __ j ::ec’r_;srm sl your account information to amyone, inckeding your email
us:
Details: |
~Terms of Service
Flease read the accepatable use policy (AUP) and accept it prior to creating your account. Also acknowledge that you may enly ﬂ

Log in with new account and click Account — My Hosts — Add Host Services.

34



() DynDNS

My Account
My Services
Account Settings

Billing

DynDNS.com : Dynect » DynTLD : Corporate
Legged In User: Sunmy
My Services - My Cart - Log Out
About Services Account Suppaort News
Increase your update abuse threshold. Consider an Account Upgrade.
Account Summary for Sunny
My Services Billing Account Settings
=z View, modify, purchase, and $ Update yaur billing Update your email address,
;"f delete your services. é'_jl information, complete a 0 set preferences, and delete

My Zones

Add Zone Services

My Hosts

Add Host Services

Account Upgrades

MailHop Outbound
Netwsork Monitoring
SSL Certificates
Recursive DNS
Support
DNS Service Level Agreement

Premier Support

purchase, and view invoices.

View Shopping Cart
Active Services

Order History

Billing Profile and Vouchers

Renew Services
Auto Renew Settings

Sync Expirations

Change Email Address

Change Password
Change Username
Contact Manager

Mailing Lists

Move Services
Preferences

Close Account

4. Type domain in the Hostname field and select sub-domain.

5.

My Account

My Services
Account Upgrades
SLA

Premier Support

Zone Services
Host Services

MziHop Outbound
Recursive DNS
MNetwork Monitoring
SSL Certificates

Renew Services
Auto Renew Settings
Sync Expirations

Account Settings

Billing
&
Search

l—
Search |

My Cart

Ditems

About

Services

Account

Support

News

Access to more domains, Premium Domains. Consider an Account Upgrade.

your account.

. Add New Hostname

1 Host Services

Mote: You currently don't have Account Upgrades in your account. You cannot use some of our Host Service features. Please
consider buying Account upgrade that make this form full-functional and will add several other features. Learn More...

Hostname:

Wildcard:

Service Type:

1P Address:

Mail Routing:

| . | servebbs arg

=

[T ¥es, alias "*.hostname.domain” to same settings.

# Host with IF address
" WebHop Redirect
 Offline Hostname

——

Use auto detected IP address 202.114.6.36.

TTL value is 60 seconds. Edit TTL.

[T Yes, let me configure Email routing.

After typing in information, check your DDNS service.
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My Account

My Services

Account Upgrades
5LA
Premier Support

Zone Services
Host Services

MaiHop Cutbound
Recursive DNS
MNetwork Monitoring
S5L Certificates

Renew Services

Sync Expirations
Account Settings

Billing

= My Cart
@ Ot

Search

6. Type your DDNS User ID, Password and Host name in Setting — Basic — Network —

(Y DynDNS

Auto Renew Setfings

—

DynDNS.com » Dynect » DynTLD : Corporate

About Services Account Support News

Access to more domains, Premium Domains. Consider an Account Upgrade.

Legged In User: Sunny

My Services - My Cari - Log Out

Host Services

You already have the maximum number of Dynamic DNS hosts. If you wish to have additional hosts in this service, you must
purchase an account upgrade. Each upgrade allows you to create 20 additional hosts plus additional features.

You like to see your current usage on the Account Upgrade page.

Hostname Service Details Last Updated
cmos.dyndns.org Host 61.137.216.170 May. 29, 2010 6:41 AM
inc.dyndns.org Host 202.114.6.36 May. 28, 2010 3:22 PM

DDNS. After completing setting, reboot IP Camera.

SETTING
-BASIC
+System
+Camera
-Network

¢+ Information

*PPPoE
« DDNS
*UPnP

'ﬂm_

DDNS

M DDNS &) On () Off

Semner narme |http:ﬂxwm.dyndns.nrg V|

User D | |

Password | |

Re-type password | |

* Bonjour
« |P Motification
*Wireless

* Messenger

Host name | |

[ ]9 ] [ Cancel

+Security
+Advanced

6.3.4 UPnNP (Universal Plug and Play)

=

Choose menu “Network—UPnP”, and you can view the information about UPnP (Universal Plug
and Play) in the screen as shown in the following figure. The UPnP feature allows the devices,
such as Internet computers, to access the local host resources or devices as needed. UPnP
devices can be automatically discovered by the UPnP service application on the LAN.
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UPnP

SETTING
"BASIC W UPNP &) On () Off
+System
+Camera _
-Network HTTF port @80 O | (1024 ~B5535)

-IF:I;:,rn:Eatiun S5L port ® 443 O (1024 ~B5535)
- (1] —

«DDNS MPEG4 RTSP pot 3 854 O | | (1024 ~ B5535)
*UPnP

* Bonjour [ [k l[ Cancel l
+|P Notification

*Wireless

Turn On LIPnP port forwarding

* Messenger
+Security
+Advanced

»  HTTP port: Enter the HTTP port number and the default HTTP port is 80.
»  SSL port: Enter the SSL port number and the default SSL port is 443.
» MPEG4 RTSP port: Enter the MPEG4 RTSP port, default value is 554.

&= Note:

UPnP (Universal Plug and Play): UPnP is a set of computer network protocol. It allows devices
to connect seamlessly and simplify the implementation of networks at home and corporate
environments. The device supports UPnP which is enabled by default. The device will be
automatically detected and a new icon will be added to “My Network Place” if it also enables on
your computer. It provides Port Forwarding for opening a port in a router or firewall in a private
network in order to let a party from the outside world contact a inside user.

6.3.5 Bonjour

Bonjour, also known as zero-configuration networking, enables automatic discovery of
computers, devices, and services on IP networks. Bonjour uses industry standard IP protocols to
allow devices to automatically discover each other without the need to enter IP addresses or
configure DNS servers.
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Bonjour

SETTING
-BASIC ™ Bonjour &) On () OF
+System
+Camera

-Network
+ Information [ Ok ] [ Cancel

*PPPoE
+DDNS
+|JPnP

Device name | TP-LINK-001BFEOOFEES

+ Bonjour
+|P Notification
+Wireless

* Messenger
+Security
+Advanced

» Device Name: Enter Device Name to your needs.

& Note:

How to use Bonjour in your Windows Browser Ul? Please check the link below:
http://www.apple.com/support/downloads/bonjourforwindows.html

6.3.6 IP Notification

Once IP Notification is set to "On", the camera will automatically send an e-mail notification to tell
users its updated network parameters if the network settings about IP address, network
connection type, HTTP port or wireless connection is changed or completed. (Some settings will
take effect after rebooting.)
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IP Notification

Administrator e-Mail address

SETTING
-BASIC ™ IP Notification &) On () OF
+5 :
yeiam Notify type [] DHCP [] Static IP [] PPPoE
+Camera )
-Network SMTP server name |
S oimtmsiiay SMTP server port 25 |61 ~Basas) ] ssL
«PPPoE =
«DDNS Authentication & on O OF
+UPnP SMTP [] POP hefore SMTP
+Bonjour
+|IP Notification
«Wireloss Username | |
fisasngay FPassword | |
+Security g
+Advanced Recipient e-Mail address | |

Subject [IP Motify |
!Produc‘t Hame : <product> A
iWeb Werzion : <wvweb>
Message |AFF Wersion : <vfirm>
\http:/F<ipr: <port> =
i]'l'LP,C Addresz @ <mack v
’ QK ][ Cancel HTestJ

> Notify Type: You can select the notify type among DHCP, Static IP, and PPPoE. When the
network settings related to the chosen notify type are changed, an e-mail notification will be
sent to inform you of the updated network information of the camera.

» SMTP Server Name: Type the SMTP server name up to 64 characters, or the IP address of
the SMTP server.

» SMTP Server Port: You can set port number from 1~65535 according to your mail server.
The default value is 25.

e SSL: It is Security setting. Checking SSL box if the mail server you use has security
restriction.

&= Note:
If you use g-mail as your mail server, you should set 587 as your port number and check SSL box.
> Authentication: Select the authentication required when you send an email.

e Off: Select this if no authentication is necessary when an email is sent.

e On: If authentication is necessary when an e-mail is sent, there are SMPT, POP before
SMPT or both three options.

e SMTP: Select this if SMTP authentication is necessary when an e-mail is sent.

e POP before SMTP: Select this if POP before SMTP authentication is necessary when an
e-mail is sent. If this option is selected, the IP Notification page will be different as
following figure shown.
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IP Notification

Administrator e-Mail address

SETTING
-BASIC ™ P Notification (&) On () Off
+5 :
FRest Matify type [] DHSR [ Static IP [ PPPoE
+Camera -
~Network SMTF server name | |
* Information SMTP server port [25 |1 ~ 665 3s) [ ssL
«PPPoE T
«DDNS Authentication & On (O OfF
*UPnP [] SMTP FOP hefore SMTF
-Bnn]m.:r . POP server name | |
+|P Notification -
«Wireless User name |
-Mess.enger Pasgword |
+Security ]
+Advanced Recipient e-Mail address | |

Suhject [IP Matify |
EProduc‘t Name : <product? 4_\|
iWeb Wersion @ <wvweb> |
Message |AFP Wersion : <wfirm> |
Eh‘t‘tp:ff(ip):(por‘t) =
|MAC Address : <mack v!
[ Ok ] ’ Cancel ”Test]

e POP server name: It is necessary when the POP before SMTP is selected in
Authentication. Type the POP (receiving mail) server name up to 64 characters, or type
the IP address of the POP server. This setting is necessary when the SMTP server which
sends e-mails performs authentication using the POP user account.

e User name, Password: Type the username and password of the user who has the mail
account. This setting is necessary when the SMTP server which sends e-mails performs
authentication.

> Recipient e-mail address: Type the recipient e-Mail address. You can specify more than one

“.

recipient E-mail address using “;” to separate.

» Administrator e-mail address: Type the Administrator e-Mail address up to 64 characters.
This address is used for reply mail and sending system messages from the SMTP server.

>  Subject: Type the subjectititle of the e-Mail up to 64 characters. With respect to mail which is
sent according to the IP notification.

> Message: Type the text of the E-mail up to 384 characters. Default value provides network
information including IP, Port, MAC, Model, Firmware Version and Web Version.

6.3.7 Wireless

Choose Network — Wireless, you can configure the wireless function for the camera in the figure
below.

40



Wireless

SETTING
-BASIC ™ Wireless &) On () Off
+System
+Camera Status ofwireless networks
-Network ESSID Mode Security Channel  Signal strenath Bit rate
it TP-LINE Managed  WPA(2) -PSK/TK...1 69 o ~|
*PPPoE TP-LINK_010615Managed Open/HoSecurity 1 71 o [
+DDNS yin hong Managed Open/WEP 1 g1 [a]
+UPRP 541G HManaged Open/NoSecurity 1 55 u]
TP-LINK_EF1z7ENanaged WPLZ-PSK/LES z 77 ] v

+Bonjour

+IP Notification

*Wireless ® MAC address | KT =00 FF 19 |
+ Messenger
+Security ™ IP address | |
 Atwnced = ESSID | ]DManualsemng
= Mode Managed Ad-Hoc
= Authentication |Openiv|
Encryptinn WEP v
Key length ) B4 bit ) 128 bit
Active transmit key: (26 HEX chars or 13 ASCIl chars)
iKey B v| | |
Re-type | |

& Obtain an IP address automatically (DHCP)
(O Use the following IP address

(® Obtain DNS server address automatically

(O Use the following DNS server address

[ (8118 ][ Cancel ]

The wireless network has to be set up by using cable network connection. After setting the camera
correctly, the wireless function can work without cable network connection. Please follow the
setting process below step by step:

1. Connect IP Camera with Ethernet connection.

2. Go to SETTING — BASIC — Network — Wireless, and choose option “On”. You will see the
wireless setting page.

3. Then click Refresh. All access points (AP) around you will show up.

41



It 2 o |

Wireless
SETTING
-BASIC ™ Wireless &) On (O Off
+System
+Camera Status of wireless networks
-Network ESSID Mode Security Channel  Signal strength Bit rate
I TP-LINK_mmy...Managed  WPA(2)-PSK/TK...1 69 0 A
*PPPoE TP-LINE_010615Nanaged Open/Nofecurity 1 71 ul
+DDNS vinzhongtao. . .Hanaged Cpen/WEP 1 51 a
+UPRP 541G Managed Open/HoSecurity 1 &5 o
i TP-LINK EF127BManaged WPAZ-PSE/LES z 77 0 v
+Bonjour =

+IP Noification | Refresh |)

+Wireless M MAC address | 0:1B:FE:0O0:FF:49 |
*Messenger
+Security = IP address | |
¢ S vuricad ™ ESsID | | [IManual setting
= Mode Managed Ad-Hoe
M Authentication Iopen vl
Encryption [wEp v
Key lenath O B4 hit O 128 bit
Active transmit key: (26 HEX chars or 13 ASCI chars)
| Key 1: Vl | |
Re-type | |

(& Obtain an IP address automatically (DHCF)
(O Usethe following IF address

& Obtain DNS server address automatically

() Usethe following DMS server address

[ Ok ][ Cancel J

4. Select the AP you wish to connect.

5. Enter password in Passphrase field if you need. If you don't know the setting of the wireless
AP, please ask your network administrator.
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Wireless
SETTING
-BASIC ™ Wireless (&) On (O Off
+System
+Camera Status ofwireless netwarks
“Network ESSID Made Security Channel Signal strength  Bit rate

*Information
*PPPoE

TP-LINE Managed WPA(Z)-PSE/TE...1 (3] a ~

«UPnP

TP-LINE 010615Hanaged Cpen/HoSecurity 1 71 a
+*DDNS win hong Managed Open/WEP 1. g1 u]
541G (i i 0

TP-LINE EF1Z7EMan

+Bonjour SEpTs Mo B W
+IP Notification
*Wireless ™ MAC address | 1B:FE:00:FF:49 |
+ Messenger
+Security = IP address | |
+Advanced = ESSID |:5::- LINK_EF127B | [IManual setting
= Mode fManaged Ad-Hoc
M Authentication WWPAZ-PSK v
Encryption AES w
R——
Passphrase |..........
Fe-type |||I.i|||.i

tbd HEX chars or 8 {0 63 ASCI chars)
&) Obtainan IP address automatically (DHCE)

() Use the fallowing IP address

(&) Obtain DMS server address automatically
) Use the following DNS server address

[ DK ][ Cancel ]

6. Choose the option of Obtain an IP address automatically (DHCP) or Use the following IP
address:
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€| H Passphrase |ll.lll.ll. |

SE-I—I-ING RE'WF'E |ll..l‘l.ll. |
-BASIC (64 HEX chars or 810 63 ASCI chars)
+Systemn 3 Obtain an IP address automatically (DHCP)
+Camera @ Use the following IP address
-Network
*Information JFElblicte |D'D'D'D |
*PPPoE Subnet mask |D.D.D.D |
+DDNS
+UPnP Default gateway |D.D.D.D |
*Bonjour
O L) ) Use the following DMNS server address
*Wireless
+ Messenger Primary DMS server |EI.EI.EI.EI |
+Security Secondary DNS server |[|_[|_[|_|:| |
+Advanced
[ (8]24 ] l Cancel ]

> Use the following IP address: Select this when the fixed IP address is set.
e |IP address: Enter the IP address of the device.
e  Subnet mask: Enter the subnet mask.
e Default gateway: Enter the default gateway.
> Use the following DNS server address: Select this when you set the fixed address as the IP
address of DNS server.
e Primary DNS server: Enter the IP address of the primary DNS server.

e Secondary DNS server: Enter the IP address of the secondary DNS server, if necessary.

~

Please click OK button to finish the wireless setting. Now please have a short rest or work on
other business, for the wireless setting will take effect 1 minute after you click OK.

8. Please unplug the Ethernet cable connecting the TL-SC3171G and the Router (or the PC),
and log into the IP camera with its wireless address.

6.3.8 Messenger (Supports up to Windows Live Messenger version 8089)

If the firmware of your IP Camera has been updated to LM.1.6.16.03P5, then the Messenger
submenu will be displayed under the Network menu. Click the Messenger submenu, the
Messenger configuration page will be displayed similar to the figure shows below. This function
allows you to use the desired computer with MSN installed to view the video captured by the IP
camera.
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Messenger
SETTING
~BASIC M Messenger (& On () Off
+System
+Camera Protacal [msn |
-Network : i .
» Information Login Account Eamtasttl@livacn |
* PPPoE Passwiard illllll |
*DDNS
« UPRP Re-type passwiorl |eesese |
* Bonjour . i
*IP Notification wlias [TL-SC371G |
*Wireless Port range 20000 (1024 ~B8531) ~ (21000 | (1028 ~ 65538
* Messenger e 1 i e S
+Security Yideo mode & Computerview 3 Mobile view
+Advanced . :
IP Motification & On O OFf
Privacy @& On O OF
User icamtestﬂ?@live.cnm

camtest02@live. com

Allow list

[ 8] 4 l[ Cancel l

» Messenger: Check the radio button before On, so you can use your IP Camera via this

function.

» Protocol: Displays the protocol used.

» Login Account: Enter the MSN account registered for you IP Camera.

» Password: Enter the password of the MSN account.

» Re-type password: Type the password again.

> Alias: Give an alias for the account of your IP Camera. The figure above takes
“TL-SC3171G” for example.

> Port range: Enter the port range used.

» IP Notification: When this feature is enabled, the IP camera would notify "friends" on MSN
about its IP address when it logs into the MSN account or when its IP address is changed.

»  Privacy: When this feature is enabled, the MSN stream will be secured, then only users
whose MSN ids are in the Allow List can add the camera's MSN account and view the camera
video. When it's disabled, any user can add the camera's MSN id and see it.

>  Allow list: Enter the account of the MSN user you want communicate with in “User” field.
Click Add button and then the account will be added to the “Allow list”. Choose an account in
the “Allow list” and click Remove button to delete it.

To use MSN to view the video captured by the IP camera, please follow the steps below.
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A. Configuring your IP camera

& Note:

If you use a Modem Router to access the Internet, you should set your IP Camera as the virtual
server with port range 20000-21000 on the Modem Router’s web-based management page.

1. Click “BASIC->Network->Messenger” to enter the “Messenger’ page. Enable Messenger
and then set the Login Account, Password, Alias, Port range, IP Notification, Privacy and
Allow list parameters as the above figure shows. Click OK to save your settings.

2. Click “BASIC->Network->Information” to enter the “Information” page. Add 192.168.1.1 as
the Primary DNS server.

| €

Information
SETTING
-BASIC ™ MAC address
+System _ ;
+Camera (% Obtainan IP address automatically (DHCF)
-Network (O Use the following IP address
+Information
+PPPoE
+DDNS
+UPnP
+ Bonjour
+IP Notification 3 Obtain DNS server address automatically
*Wireless & Usethe following DMS server address
M Frifnary DNS server |192_158_1_1 |
+Security
+Advanced Secondary DMS server ID_D_D,D |
[ HTTP port number & 80 O | | (1024 to B5539)
[ Qe ] [ Cancel ]

Click “Advanced->System Log->Setting” to see if there is “Messenger is Ready” information
as the figure below shows. If there is, go on with the following steps.
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Setting

SETTING
+BASIC ™ Remote Log
-Advanced [] Enahle remote log
+FTP client
+SMTP
+HTTP event
+Schedule
+Motion detection
-System Log ™ Current Log
+Setting Jan 1 00:00:09 <info = S¥S: log started
Jan 1 00:01:03 <info = NET: Starting network...
Jan 1 00:01:04 <info = MET: MAC = 00:23:CO0EC:00:03
Jan 1 00:01:04 <info = MET: Network type = Static
lan 1. 00010 info AlaBr: alanm Buffer Fyent Beceive
Jan 10@:01:07 <info = Messenger: Login use camtest0l@live.cn
Jan 1 00:01:07 <info = WDT: watchdog start
Jan 1 00:07:18 <info = Messenger: Messenger is Ready

B. Add the camera’s msn account
1. Make sure the desired computer with MSN installed. Log into the MSN.
2. Make sure the MSN view plugin is installed.

This plugin is embedded in IntelligentIPInstallerSetup(TPLink)-1.1.16.09.exe and will be
installed automatically when you install IntelligentIPInstallerSetup(TPLink)-1.1.16.09.exe.

A You can download the IntelligentIPInstallerSetup(TPLink)-1.1.16.09.exe here:
http://www.tp-link.com/download/ipcamera/lntelligent IP_Installer.rar

3. Log into your MSN account.

4. Add the camera’s MSN account as a contact.
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& Windows Live Contacts - Add a Contact
Help

General Instant Messaging Address:
Contact camtest0l@live.cn
Example: example@live.com, example@ywahoo.com
Personal
Work Personal invitation:
Motes ‘Enter a message ko send ko this contack

[[] also send an e-mail invitation ko this contact

Mobile device: {Used for text messages)

|Choose a counkry or region ﬂ

Mickname: Graup:;

| | [REE

[+] Subseribe to updates For this contact

fdd conkack Cancel
Learn about \Windows Live Contacks
5. Check its status. Normally it should be online.
<Enter a personal message= -
=) B E S
&s 0t

jrj Learn more abouk the Customer
Experience Irnprovernent Program.

Coworkers

Family

 Friends{1,/1}
2 camtestOl@live.cn - http://121.5...

6. Click the camera icon and select View a contact’s webcam to view the video.
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.:{ camtest0l@live.cn

& W @ N B 4 &
camtestl] @live cn says:

by Public IF: 121.34.31.45
URL: hitp:4121.34.31.95/

Wylired-Private |[F: 1921631100
LIEL: http:/A192 168.1.100/

| View a contact's webcanm
Skart a Video Call

E

Lask message received at 3:16 PM on 8312003, LA i

7. Wait for a moment, and you will see the video captured by your IP Camera.

L TLSCHTIG Bl_Ox
http:/f121.34.51.95) <camtest0l@live.cns

A THRE T = T -

weith you. “

Bvou hawve invited TL-5C31715 to start
sending webcam. Flease wail for a response
or Cancel (Alt+Q) the pending invitation.

ABTL-5C3171Ghas accepted your invitation to
start sending webcam.

kaka says:
ping

TL-SC317 105 says:
Wired-Private IP: 192 168.1.100

URL: http:/192.168.1.100/

'E' Connection established,

I~
>
4

6.4 Security

Click Security to display the submenus including Account and HTTPS.
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| € Home |

SETTING
-BASIC
+Systemn
+Camera

TP-LINK'

+ Account The Reliable Choice

+HTTPS
+Advanced

WELCOME TO CAMERA SETTING PAGE

6.4.1 Account

The device default account and password setting is “admin / admin”. That means everyone who
knows IP address can access the device including all configuration. Therefore, it is necessary to
assign a password if the device is intended to be accessed by others.

N T —————

Account
SETTING
AL Uszer|D LUzar hame Password PRE'WE Wiswer mode
+System assword
+Camera Administratar |admin | |.o.o. | |..... | e (gl
+Metwork
-Security :
« Account Ysert | | | | | | |»'3\|:Im|n V|
LR Userz | || || [ admin~ ~|
+Advanced s | | | | | | IAdmm v|
Userd | \ || | [admin ¥
Users | || || | [admin |
Users | || || [admin ~|
LEEER | | | | | | IAdmin V|
Users | || || | [Admin |
Usere | || || | [admin  v]

Wiewer authentication & On (O OFf

’ Ok ][ Cancel J

User name: Set a user name between 4-16 characters.
Password: Set a password between 4-16 characters.

Re-type Password: Re-type the password to confirm.

>
>
>
>

Viewer Mode: Set the user mode among Admin, Operator, and Viewer. Different viewer mode
has different limits of authority.

e The Admin mode has all authority of configuration.

50



e The Operator mode can not only view the Live View but also control the PTZ (apply in
speed dome).

e The Viewer mode only can view the Live View.

> Viewer Authentication: Select whether the authentication is needed when users access
to live view.

e On: Authentication is required to let different users have different levels of permission
to access the camera view.

e Off: Authentication is not required to access the camera. Click Off and select one
(among Admin, Operator and Viewer) from the pull-down list as default, then all
users can view directly the video with the default permission without entering
username and password.

* If you want to have a higher authority than the default, you can key in appropriate username
and password in the dialog box that pops up when performing advanced operations that are
only allowed by the higher authority.

6.4.2 HTTPS

HTTPS is a URL scheme used to indicate a secure HTTP connection. It is syntactically identical to
the http:// scheme normally used for accessing resources using HTTP. Using https: //URL/ with a
different default TCP port (443) and an additional encryption / authentication layer between the
HTTP and TCP, you can use the IP camera through HTTPS easily by using “https://” instead of
“http://”.

HTTPS
SETTING
“BASIC ¥ Create & Install
*Syatem [ Create self-zigned certificate... ]
+Camera
+Network
-Security M Installed Certificate
= Account Subject Name
*HTTPS |N0 certificate installed.

+Advanced

M HTTPS Connection Policy

Administrator |HTTP I
Cperatar [H'I'I'F'—V‘
Wiewer l HTTE I :

> Create & Install: Create a self-signed certificate for HTTPS to recognize.
> Installed Certificate: Display or remove the properties of the installed certificate.
» HTTPS Connection Policy: Set HTTPS connection policy for different level of users.

To use the HTTPS encryption, please set up “Create self-signed certificate” for the first time you
use the HTTPS function, and then set up the connection policy for different users.
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HTTPS
SETTING
-BASIC M Create & Install
+System I'
*Camera

+Network —
-Sheu » installed Ce: - X

s Accounl Subject Mal

*HTTPS No certifica
+Advanced = Country

Create self-signed cerificate.., ]

W State or province

W HTTPS Comiff ™ Locality

Administrato O ganization
Operator W Organizational Unit
Viewar W Common Name [
" Validity 365 days(1~1000)

| 0k “ Cancel |

rtp: /192,168, 1. 10joreate_ssi_certificate.t @ Internet

&= Note:

1) When enable HTTPS with RTSP on mode, the IP Camera only protect the setting such as
username and password and do not protect video and audio.

2) When enable HTTPS with RTSP off mode, the IP Camera will protect all setting including
video and audio.
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Chapter 7  Setting-Advance

Click Advance to display the submenus including FTP client, SMTP, HTTP event, Alarm output,
Schedule, Alarm input, Motion detection and System Log.

€ Home |

SETTING
+BASIC
-Advanced

+FTP client

i TP-LINK
+HTTP ewvent

+Alarm output The Reliable Choice
+Schedule
+Alarm input

+Motion detection
+System Log

WELCOME TO CAMERA SETTING PAGE

7.1 FTP client

Use this menu to set up for capturing and sending images to an FTP server. By using FTP client
function, you can send the image and video file which has been shot and recorded linked with the
built-in motion detection function to FTP server. FTP client setting menu is composed of three
items, General, Alarm sending and Periodical sending.

€ Home |

SETTING
+BASIC
-Advanced

-FTP client

TP-LINK
* Alarm sending
+ Periodical sending The Reliable Choice
+SMTP
+HTTP ewvent
+Alarm output
+Schedule

+Alarm input
+Motion detection

WELCOME TO CAMERA SETTING PAGE

+System Log
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7.1.1 General
=

General
SETTING
+BASIC BFTP client (&) On () Off
FAtvanced FTP server narme | |
-FTP client
SGeneral User hame ! |
+Alarm sending B sai i |
+Periodical sending ;
+SMTP Re-type password | |

+HTTP event
+Alarm output
+Schedule

Passive mode O on (@& Of

[ 84 ][ Cancel ” Test ]

+Alarm input
+Motion detection
+Systemn Log

Select On when you use FTP function. The FTP client setting page will appear.

Select Off when you do not wish to use the FTP client function.

& Note:

The frame rate and operability on the main viewer may decrease while a file is being transmitted
by the FTP client function.

» FTP server name: Type the FTP server name to upload still images up to 64 characters, or
the IP address of the FTP server.

User name: Type the user name for the FTP server.
Password: Type the password for the FTP server.

Retype password: To confirm the password, type the same characters as you have typed in
the Password box.

> Passive mode: Set whether you use the passive mode of FTP server or not when connecting
to FTP server. Select On to connect to FTP server using the passive mode.

7.1.2 Alarm sending

Set to forward the image and video file to the specified FTP server linked with the alarm detection
by the built-in motion detection function. Select On to send the image file to FTP server linked with
the alarm detection.
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Alarm sending
SETTING

+BASIC = Alarm sending & On () OF
-Advanced
-FTP client

s General limage file name | |

Remoate path | |

*Alarm sending

o : Suffix (") Date Time (&) Seguence number
*Periodical sending

+SMTP Sequence number clear

*HTTP event Alarm Mation detection Mation detection ]
+Alarm output

+Sthedila [] Alarm input

+Alarm input Effective Period (7 Always

+Motion detection

+System Log {# Schedule Schedule

[ Ok ][ Cancel ]

Remote Path: Type the path to the destination in FTP server up to 64 characters.

Image File Name: Type the file name you want to assign to the images when sending to the
FTP server. You can use up to 10 alphanumeric characters, - (hyphen) and _ (underscore) for
naming.

>  Suffix: Select a suffix to add to the file name

e Date & time: The date & time suffix is added to the Image file name. The date/time suffix
consists of lower two-digits of year (2 digits), month (2 digits), date (2 digits), hour (2
digits), minute (2 digits), second (2 digits), and consecutive number (2 digits), thus
14-digit number is added to the file name.

e Sequence number: A consecutive number of 10 digits between 0000000001 and
4294967295 and two fixed digits 00 is added to the Image file name.

e Sequence number clear: Click Clear and the suffix of the sequence number returns to
1.

> Alarm

e Motion Detection: Click it for using Motion Detection function as a sensor. You can set
motion detection function on the motion detection page.
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hotion detection

Setting
Motion detection 1 Mation detection 2 E-EMDtiun detection 3
Threshold Threshold “Threshald

| | |
Sensitivity Sensitivity Sensitivity

| | |

Motion Detection

[ Ok ] [ Cancel ]

&= Note:

1) You can set motion detection on motion detection page (Please go to “Setting —
Advance —Motion detection — Setting”). For more details, you can check Section
7.7

2) Motion Detection works only when the MPEG4 function is On and the Cropping is set to
Off.

e Alarm Input: Select the connected alarm. Sensor input1: The external sensor which is

connected to sensor input1 of the alarm input.
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Alarm input

Setting

= Alarm input

[] Sensoringput

Trigger condition & High O Low

[ 4 ][ Cancel ]

&= Note:

You can set the alarm input function at Alarm Input page. (Please go “Setting — Advance —
Alarm Input — Setting”). For more details, you can check Section 7.6.

Effective period: Set the period when the periodical sending is effective.

e Always: The periodical sending is always effective.

e Schedule: You can specify the period when the periodical sending is effective in the

Schedule setting in the other section.

Setting

¥ Schedule selection

Starttime 00 s |: 00 ~ -Endtime |24 & |00 »
o 1z 3 4 & & 7 & 4 0 11 1z 13 14 15 185 17 18 19 20 21 22 z3
Mon (Empty) v [ Add [ Delete | gt B B f T BB LRSS 0T B
TR npynmnm
Tue
Wed
Thu
Fri

Sat

Sun

Use the same time schedule every day.

& Note:

You can set schedule function on Schedule page. (Please go to “Setting — Advance —
Schedule — Setting”) For more details, you can check Section 7.5.

7.1.3 Periodical sending

You can set to send an image file to FTP server periodically by selecting On to send the image file
to FTP server linked with setting period.
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Periodical sending
SETTING

*BASIC = Periodical sending &) On () Off
-Advanced
-FTP client
+General Image file narme | |
+Alarm sending

Remaote path | |

Suffis () Mone (O Date Time (&) Sequence numhber

+SMTP Sequence number clear

+HTTP event it | DEIE il SDIM
+Alarm output '

+Schedule (UM i, AR T 24-hour intereal)
+Alarm input Effective Period O Always

*Periodical sending

*Motion detection gG}ESchedule Schedula

+System Log

l Ok ][ Cancel l

Remote Path: Type the path to storage location of FTP server which you have authorized.

Image file name: Type the file name of the image sent by SMTP up to 10 alphanumeric
characters, - (hyphen) and _ (under score).

>  Suffix: Select a suffix to be added to the file name sent by SMTP.
e None: The name of the sent file will be the Image file name.

e Date Time: The date time suffix is added to the Image file name. The date time suffix
consists of lower two-digits of year (2 digits), month (2 digits), date (2 digits), hour (2
digits), minute (2 digits) and second (2 digits), and consecutive number (2 digits), thus
14-digit number is added to the file name.

e Sequence number: A consecutive number is added to the Image file name.

e Sequence number clear: Click Clear and the suffix of the sequence number returns to
1.

» Interval: Set the time interval of the period sending. Min value is 1 min and Max value is 24
hour.

> Effective period: Set the period when the periodical sending is effective.
e Always: The periodical sending is always effective.

e Schedule: You can specify the period when the periodical sending is effective in the
schedule setting in the other section.
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Setting

M Schedule selection

Starttime 00 v |:[00 v]- Endtime [24 v m

Man ‘(Empty VH Add ][ Delete I

2 3 4 & B 7 8 9 M0 11 12 13 14 15 18 47 18 18 20 21 22 23
inminmnnnnninni iR nnni i

Tue

Wed

Thu

Fri

Gat

Sun

Use the same time schedule every day.

& Note:

You can set schedule function on Schedule page. (Please go to “Setting — Advance —
Schedule — Setting”) For more details, you can check Section 7.5.

7.2 SMTP

Set the SMTP menu when you want to send an image via e-mail. By using Mail (SMTP) function,
you can send a mail with attached image and video which has been shot linked with the built-in
motion detection function. The image file can also be sent periodically. E-Mail (SMTP) setting
menu is composed of three items, General, Alarm sending and Periodical sending.

el Home |

SETTING
+BASIC
-Advanced

+FTP client

TP-LINK

+Alarm sending The Reliable Choice

* Periodical sending
+HTTP event
+Alarm output
+Schedule
+Alarm input
+Motion detection
+Systemn Log

WELCOME TO CAMERA SETTING PAGE

7.2.1 General

Select On when you use the SMTP function. The common setting options are displayed below.
Select Off if you do not wish to use the e-Mail (SMTP) function.

& Note:
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The Setting of General will be the same as the setting of IP Notification (Please check “SETTING
— BASIC — Network — IP Notification”).

o = e ]
General

SETTING
+BASIC ¥ e.Mail (SMTP) &) On () OF

'Adv!ﬂcfd SMTP senver narme |
+FTP client

-SMTP SMTP server port '25 J(1 ~BAA3T) 1 s85L

* General suthentication @ On O Of

[] 8MTF [] POP before SMTP

+ Alarm sending

+ Periodical sending
+HTTP event
+Alarm output
+Schedule
+Alarm input

+Motion detection | |
+System Log

Recipient e-Mail address

Administrator e-Mail address | |

Suhject | |

Message

I (8]24 ]’ Cancel “Test]

» SMTP server name: Type the SMTP server name up to 64 characters, or the IP address of
the SMTP server.

» SMTP Server Port: You can set port number from 1~65535 according to your mail server.
The default value is 25.

>  Security setting: Check SSL box if the mail server you use has security restriction.

&= Note:
If you use g-mail as your mail server, you should set 587 as your port number and check SSL box.
»  Authentication: Select the authentication required when you send an email.

e Off: Select it if no authentication is necessary when an email is sent.

e On: When authentication is necessary an e-mail is sent, select one of the authentication
methods from the followings.
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- |®| Home

General

SETTING
+BASIC M e Mail (SMTP} &) On () OF

-Advanced SMTF serer name | |
+FTP client |

-SMTP SMTP server port 25 (1 ~65538) [ ssL
+General

Authentication @& on O Of

+Alarm sending
*Periodical sending

{[¥]:POP befare SMTP

+HTTP event POP server name
+Alarm output s
+Schedule

+Alarm input Password

+Motion detection
+Systemn Log

Recipient e-Mail address

Administrator e-Mail address

Suhbject

Message

[ (0]:8 ][ Cancel ][Test]

SMTP: Select it if SMTP authentication is necessary when an e-mail is sent.

POP before SMTP: Select if POP before SMTP authentication is necessary when an e-mail
is sent.

&= Note:
When you set to On, be sure to select either or both SMTP or / and POP before SMTP.

e POP server name: When the POP before SMTP is selected in Authentication, type the
POP (receiving mail) server name up to 64 characters, or type the IP address of the POP
server. This setting is necessary when the SMTP server which sends e-mails performs
authentication using the POP user account.

e User name, Password: Type the user name and Password of the user who has the mail
account. This setting is necessary when the SMTP server which sends e-mails performs
authentication.

> Recipient e-mail address: Type the recipient e-Mail address up to 64 characters. You can
specify up to three recipient E-mail addresses.

» Administrator e-mail address: Type the Administrator e-Mail address up to 64 characters.
This address is used for reply mail and sending system messages from the SMTP server.

> Subject: Type the subject/title of the e-Mail up to 64 characters. With respect to mail which is
sent according to the alarm detection when Alarm sending of the alarm tab is set to On, the
characters standing for the sensor type added to the subject.

» Message: Type the text of the E-mail up to 384 characters. (A line break is equivalent to 2
characters.)
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7.2.2 Alarm sending

Set to send the mail with connection to the alarm detection by the external sensor input or by the
built-in motion detection function. Select On to send the image and file to SMTP server linked with
the alarm detection.

Alarm sending
SETTING
+BASIC = Alarm sending (&) On () Off
-ﬁduunct.!d File attachment (&) On () Of
+FTP client ;
-SMTP Image file narme | |
*General Suffix () Mone (O Date Time (3) Sequence number
«Alarm sending
*Periodical sending Sequence number clear
+HTTP event Alarm [] Motion detection
+Alarm output _
iSitiedile [] Alarminput
+Alarm input Effective Period (&) Always
+Motion detection & Sinadiis
+System Log =
[ Okl ] [ Cancel

Alarm sending: Select On to set to send mail with connection to the alarm detection.

File attachment: Set whether an image file is attached to the mail sent or not. When On is
selected, the image file made by the settings below is attached. When Off is selected, only
the message is sent.

> Image file name: Type the file name you want to assign to the image to attach a mail. You
can use up to 10 alphanumeric, - (hyphen) and _ (underscore) for naming.

>  Suffix: Select a suffix to add to the file name

e Date Time: The date time suffix is added to the Image file name. The date/time suffix
consists of lower two-digits of year (2 digits), month (2 digits), date (2 digits), hour (2
digits), minute (2 digits), second (2 digits), and consecutive number (2 digits), thus
14-digit number is added to the file name.

e Sequence number: A consecutive number of 10 digits between 0000000001 and
4294967295 and two fixed digits 00 is added to the Image file name.

e Sequence number clear: Click Clear and the suffix of the sequence number returns to
1.
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Alarm sending

SETTING
+BASIC = Alarm sending & On () Off
-Advanced

+FTP client
-SMTP Image file name | |

File attachrment &) On () OF

* General Suffix (O Mone ) Date Time (&) Sequence number
* Alarm sending

* Periodical sending FeAHBACE MUmMbBrCIEE

+HTTP event Alarm idotion detection [ Mation detection ]
+Alarm output

+Schedule Alarm input Alarm input

+Alarm input Effective Period () Always

+Motion detection
Schedule Schedul
+5y5tem Lug @

[ (024 ][ Cancel ]

> Alarm

e Motion Detection: Click it for using Motion Detection function as a sensor. You can set
motion detection function on the motion detection page.

kotion detection
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Setting

Motion detection 1 Motion detection 2 iMotion detection 3
Threshold Threshold

| | |
Sensitivity Sensitivity Sensitivity

'] '] ']

Motion Detection

[ Ok ] [ Cancel ]

&= Note:

1) You can set motion detection on motion detection page (Please go to “Setting —
Advance —Motion detection — Setting”). For more details, you can check Section
7.7

2) Motion Detection works only when the MPEG4 function is On and the Cropping is set
to Off.

e Alarm input: Select the connected alarm. Sensor input1: The external sensor which is
connected to sensor input1 of the alarm input.

Alarm input
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Setting

= Alarm input

[] Sensorinput

Trigger candition &) High (O Low

[ ] ][ Cancel ]

&= Note:
You can set the alarm input function at alarm input page (Please go “Setting — Advance —
Alarm input — Setting”). For more details, you can check Section 7.6.

>  Effective period: Set the period when the periodical sending is effective.

e Always: The periodical sending is always effective.

e Schedule: You can specify the period when the periodical sending is effective in the

Schedule setting in the other section.

Setting

¥ Schedule selection

Starttime 00 s |: 00 ~ -Endtime |24 & |00 »

041 0z 3 4 & B 7 8 8 40 11 12 13 14 18 18 7 18 19 I 21 23 33
Mon | (Empty) v | Add Delete i

il i
Tue

Wed
Thu
Fri
Sat

sun

Use the same time schedule every day.

& Note:

You can set schedule function on Schedule page. (Please go to “Setting — Advance —
Schedule — Setting”) For more details, you can check Section 7.5.

7.2.3 Periodical sending

You can set to send an image file by SMTP server periodically by selecting On to send the image
file by SMTP server linked with setting period.

65



Periodical sending

SETTING
+BASIC M Periodical sending &) COn ) Of
-Advanced
+FTP client
-SMTP Suffix (O MWone (O Date Time &) Seguence number
* General
Sequence number clear | Clear
+ Alarm sending _
» Periodical sending Interval | 0o | H! 30| M
*HTTP event (MIM - 30min. W& : 24-hour interval)

+Alarm output Effective Period () Always
+Schedule

+Alarm input # Schedule Schedule

+Motion detection
+System Log | ok | [ Cancel |

Image file name | |

> Image file name: Type the file name of the image sent by SMTP up to 10 alphanumeric
characters, - (hyphen) and _ (under score).

>  Suffix: Select a suffix to be added to the file name sent by SMTP.
e None: The name of the sent file will be the Image file name.

e Date Time: The date & time suffix is added to the Image file name. The date & time suffix
consists of lower two-digits of year (2 digits), month (2 digits), date (2 digits), hour (2
digits), minute (2 digits) and second (2 digits), and consecutive number (2 digits), thus
14-digit number is added to the file name.

e Sequence number: A consecutive number is added to the Image file name.

e Sequence number clear: Click Clear and the suffix of the sequence number returns to
1.

» Interval: Set the time interval of the period sending. Minimum value is 30 min and Maximal
value is 24 hour.

> Effective period: Set the period when the periodical sending is effective.
e Always: The periodical sending is always effective.

e Schedule: You can specify the period when the periodical sending is effective in the
schedule setting in the other section. Please check “SETTING — BASIC — Advance —
Schedule — Setting’”.
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Setting

M Schedule selection

Starttime 00 v |:[00 v]- Endtime [24 v
p

Man ‘(Empty) VH Add ][ Delete I

] 2 3 4 & B 7 8 9 M0 11 12 13 14 15 18 47 18 18 20 21 22 23
TR nynmnyynmnym

Tue

Wed

Thu

Fri

Gat

Sun

Use the same time schedule every day.

& Note:

You can set schedule function on Schedule page (Please go to “Setting — Advance —
Schedule — Setting”). For more details, you can check Section 7.5.

7.3 HTTP event

Use this menu to set up for capturing and sending images to an HTTP server. By using HTTP
client function, you can send the image file and audio file which has been shot and recorded linked
with the built-in motion detection function to HTTP server. HTTP client setting menu is composed
of two items, General and Alarm sending.

€ Home |

SETTING

+BASIC

-Advanced
+FTP client

WP event TP-LINK

*General The Reliable Choice
«Alarm sending

+Alarm output
+Schedule
+Alarm input
+Motion detection
+System Log

WELCOME TO CAMERA SETTING PAGE
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7.3.1 General

General
SETTING
+BASIC " HTTP event: 3 0n ) OF
-Advanced L |
+ETP client
+SMTP Port a0 |
-HTTP event
* General yseriD | |
J
+ Alarm sending Passward | |

+Alarm output
+Schedule
+Alarm input Proxy pott number |

+Motion detection Prosy user ID | |
+System Log

Promy semer name |

Proxy passwaord | |

[ Ok ][ Cancel ][Test]

» HTTP event: Set up the HTTP server URL, port, User ID, Password, and Proxy Server
settings.

General
SETTING
+BASIC W HTTP event (3) On O ————
-Advanced
URL i-hi
+ETP client |192.1EB.1.?Icg| binfoperatar/ptzset \ |
+SMTP Part
-HTTP event
) lzer |
*General
+Alarm sending Passwar |
+Al tput
i o Froxy server name | o —— —

+Schedule

+Alarm input Proxy port number |

+Motion detection = | |
+System Log g

Proxr password | |

[ 0K ][ Cancel “Test]

For example: URL: 192.168.1.7/cgi-bin/operator/ptzset

&= Note:

1. The setting of URL should be the same as CGI.
2. The example above is for reference only. For more details, please refer to SDK in the
subdirectory of the IP camera product on our website http://www.tp-link.com.
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7.3.2 Alarm sending

Set to send the mail with connection to the alarm detection by the built-in motion detection
function. Select On to send the image and audio file to HTTP server linked with the alarm
detection.

Alarm sending

SETTING
+BASIC M Alarm sending ) On (3 Off
-Ad d
vam:e. Alarm Motion detection Mation detection ]
+ETP client
+SMTP Parameter MOVE=DOWH |

“HTTP event | |
Message | PTZ DOVYN |
* General -

* Alarm sending Alarm input Alarm input

Parameter!MOVE=DOWN |

+Alarm output
+Schedule

+Alarm input MessagEEF‘TZ DT |

+Motion detection

Effective Period (7 Always
+System Log

@ Schedule

[ Qe ][ Cancel ]

Alarm sending: Select On to set to send command with connection to the alarm detection.
> Alarm

e Motion detection: Click it for using Motion Detection function as a sensor. You can set
motion detection function on the motion detection function page.

v Parameter: the parameter of CGl (defined in Setting — Advance — HTTP event —
General — URL) is from your target device. For example, move=down.

v Message: message will show up in the form of Message = PTZ down. If your target
device didn’t support the parameter of message, you can’t see the message. So you
can just take the message as a note. For example: PTZ down.

Muotion detection
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Setting

Motion detection 1
Threshold

Sensitivity

Motion Detection

Mation detection 2 iMotion detection 3

Threshold Threshold

Sensitivity Sensitivity

&= Note:

[ Ok ] [ Cancel ]

1. You can set motion detection on motion detection page (Please go to “Setting — Advance
—Motion detection — Setting”). For more details, you can check Section 7.7.

2. Motion Detection works only when the MPEG4 function is On and the Cropping is set to Off.

e Alarm input: Select the connected alarm. Sensor input1: The external sensor which is
connected to sensor input1 of the alarm input.

v Parameter: the parameter of CGI (defined in URL of HTTP—General) is from your
target device. For example, move=down.

v Message: message will show up in the form of Message = PTZ down. If your target
device didn’t support the parameter of message, you can’t see the message. So you
can just take the message as a note. For example: PTZ down.

Alarrm input
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Alarm input

[] sensarinput?
Trigger condition (&) High ) Low

[ Ol ][ Cancel ]

&= Note:
You can set the alarm input function at alarm input page (Please go “Setting — Advance —
Alarm input — Setting”). For more details, you can check Section 8.6.
> Effective period: Set the period when the periodical sending is effective.
e Always: The periodical sending is always effective.

e Schedule: You can specify the period when the periodical sending is effective in the
schedule setting in the other section.

Schedule selection

Starttime 00 s |: 00 ~ -Endtime |24 & |00 »
2z 3 4 ] L] 7 2 a 10 11 1z 12 14 15 16 17 12 19 20 21 22 22

oo
hon Add Delet; - . . . . . . . . . - . . - . . - . . - . . - .
Empty) ¥ TR yynynyymnmym

Tue
Wed
Thu
Fri
Sat

Sun

Use the same time schedule every day.

& Note:

You can set schedule function on Schedule page (Please go to “Setting — Advance —
Schedule — Setting”). For more details, you can check Section 7.5.

7.4 Alarm output

When you click Alarm output on the Advance mode menu, the Alarm output setting menu
appears. You can set in this menu to control the alarm out of I / O port on the rear of the device

linked to the alarm detection and the timer.
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SETTING
+BASIC
-Advanced

+FTP client

e TP-LINK
+HTTP event
-Alarm output The Reliable Choice
+ Setting
+Schedule

+Alarm input
+Motion detection

WELCOME TO CAMERA SETTING PAGE

+System Log

7.4.1 Setting

Setting

SETTING

*BASIC M Alarm output (&) On (O OF

-Advanced
+FTP client
+SMTP Trigger condition & Alarm O Timer
+HTTP event Alarm

-Alarm output Motion detection ’ haotion detection ]
+ Setting

+Schedule Alarrm input Alarm input

+Alarm input Alarm duration [10 % sec (1 to B0 sec)
+Motion detection

Digital output ) High &) Low

Effective Petiod (7 Always

(& Schedule Schedule

+System Log

[ 824 ][ Cancel ]

Alarm output: To activate the Alarm output function, select On. When you do not use the Alarm
output function, select Off.

> Digital output: Select High signal output and Low signal output as your alarm.

» Trigger condition: Select the mode of the Alarm output function. You can choose “Alarm” or
“Timer”.

» Alarm: Controls alarm output by synchronizing with an external sensor input or the built-in
activity detection function.

e Motion Detection: Click it on for using Motion Detection function as a sensor. You can
set motion detection function at the motion detection function page.
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kotion detection

Setting
Motion detection 1 Motion detection 2 otion detection 3
Threshold Threshold “Threshald

| | |
Sensitivity Sensitivity Sensitivity

| | |

Motion Detection

l (0]24 ][ Cancel

& Note:

1. You can set motion detection on motion detection page (Please go to “Setting —

Advance —Motion detection — Setting”). For more details, you can check Section
7.

2. Motion Detection works only when the MPEG4 function is On and the Cropping is set
to Off.

e Alarm Input: Select the connected alarm. Sensor input1: The external sensor which is
connected to sensor input1 of the alarm input.

Alarrm input
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Alarm input

[] Sensorinput
Triguer condition & High O Low

[ Ik ][ Cancel ]

& Note:

You can set the alarm input function at alarm input page (Please go “Setting —Advance
—Alarm input — Setting”). For more details, you can check Section 7.6.

Alarm duration: There are up to 60 second options to choose for alarm duration interval.
Effective period: Set the period when the periodical sending is effective.
e Always: The periodical sending is always effective.

e Schedule: You can specify the period when the periodical sending is effective in the
Schedule setting in the other section.

Schedule selection

Starttime |00 » |00 v -Endtime |24 + | 00 v

Q 1 2 3 4 5 a 7 g a 10 11 1z 13 14 15 16 17 13 19 20 21 22 23
Mon (Empty) » Add Delete . . . . . . . . . . . . . . . a a a 5 a a a a 0
T e e e e nnnnnynm

Tue
Wed
Thu
Fri
Sat

Sun

Use the same time schedule every day.

& Note:

You can set schedule function at schedule page. (Please go “Setting — Advance —
Schedule — Setting”) For more details, you can check Section 7.5.

7.5 Schedule
When you click Schedule on the Advance mode menu, the Schedule setting menu appears.
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This is the same menu as the setting menu which is displayed when you click Schedule to set
Effective period and Schedule in FTP client setting menu, e-Mail (SMTP) setting menu, HTTP
Event setting menu and so on.

Example: When setting e-Mail (SMTP) (the alarm sending) in the Schedule setting menu.

SETTING
+BASIC
-Advanced

+FTP client

:ﬁ'I'{IT:evenl Tp-LINKﬁ
+Alarm output The Reliable Choice

-Schedule

* Setting WELCOME TO CAMERA SETTING PAGE

+Alarm input

+Motion detection
+System Log

7.5.1 Setting

SETTING Setting
+BASIC S
¥ Schedule selection & |
-Advanced ; _ . |FTP AIarT Gl
+FTP client Starttime 00 v |:[00 v|- Endtime|24 v |:[00 v

+SMTP
+HTTP event

+Alarm output ; 0
-Schedule Tue | (Empty) v\[ e ” G ] iii

1 2 3 4 5 & 7 a8 3 0 11 12 13 14 15 16 17 18 18 20 21 2z 23

on [Empty) (¥ Add ][ Delete ]||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||

1 El o 1 12 1% 14 15 16 17 18 19 0 21 22 23

+ Setting ;
+Alarm input Wed |(Emply) "i[ Add H Delete ]

o 1 2 3 9 40 12 43 44 45 A6 AT 48 10 20 21 22 23
TR i nnm

AT A Thu | E i 1 add Delet o 1 2 3 4 5 & 7 g ] 10 kA 12 13 14 15 18 17 18 19 20 21 22 23
+ v ETITEMI o s T st e s S s A U 4 s et A e s
Ssienibn L{Empty) (¥ i i i

z % 4 &5 6 7 38 9 0 11 12 1 14 15 16 7 18 18 20 21 22 2%

Fi [ Add Dalet MO UL OO ANON:C N OO MO0 O L o O OO LR, (LB
i [Empty) v‘[ “ ol ] T

1 2 ¥ 4 & & 7 8 1 0 11 12 13 14 15 16 17 18 19 20 21 22 23

Sat I L I WL L L o R o S S Lot e, R T AL .
2 |(Empty)v‘[ £ H Delcte ]IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

2 3 El o 11 12 12 14 15 16 17 18 19 20 21 22 23

] 01
b=l || Add Delet R i D S o S £l S L JE S Bl S S il e A AR BT
& |(Emply) v‘[ “ A ] TR

D Use the same time schedule every day.

» Schedule Selection: Select the list box to specify the schedule you want to set.
e FTP-Alarm
e FTP - Periodical
e e-Mail (SMTP) -Alarm
e e-Mail (SMTP) -Periodical
e HTTP event -Alarm

> Mon (Monday) to Sun (Sunday): The time period on the right of the checked day is the
effective period of the schedule.

Start time/End time: Specify the Start time and the End time.

Use the same time schedule every day: When this is checked, the Start time and End time
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set to Mon (Monday) are applied to all days. In this case, the Start time and End time of the
other days than Mon (Monday) cannot be input.

7.6 Alarm input

SETTING

+BASIC

-Advanced
+FTP client
+SMTP
+HTTP event
+Alarm output
+Schedule

-Alarm input

* Setting
+Motion detection
+System Log

7.6.1 Setting

When you click Alarm Input on the Advance mode menu, the Alarm input setting menu appears.
You can set in this menu to control the external alarm input of | / O port on the rear of the device
linked to FTP, SMTP, and HTTP sending function.

€] Home |

TP-LINKC

The Reliable Choice

WELCOME TO CAMERA SETTING PAGE

SETTING
+BASIC
-Advanced

+FTP client
+SMTP
+HTTP event

+Alarm output

+Schedule
-Alarm input
* Setting

+Maotion detection

+System Log

Setting

= Alarm inpant

[] Sensorinput
Trigger condition (&) High ) Low

[ Ok ][ Cancel ]

Sensor input 1: Click it on for using external sensor which is connected to sensor input1 of

the camera | / O port.

e Trigger condition: Select High signal output and Low signal output as your alarm.

e Camera move: Pull down the window to select the camera preset position.
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7.7 Motion detection

There are three Motion Detection functions as sensors to set for different detecting zones. Each
one has Threshold and Sensitivity inputs which you can adjust to specific zone sequentially.
Motion Detection function can support to FTP, SMTP and Alarm output for capturing and
sending images or starting alarm output.

| € Home |

SETTING

+BASIC

-Advanced
+FTP client

e TP-LINK
+Alarm output The Reliable Choice
+Schedule

+Alarm input WELCOME TO CAMERA SETTING PAGE

-Motion detection
+ Setting
+Systemn Log
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7.7.1 Setting

Setting
Motion detection 1 Motion detection 2 EEMDtiun detection 3
Thrashold Threshold Threshold

| | |
Sensitivity Sensitivity Sensitivity

| | |

Motion Detection

[ Ok ][ Cancel ]

»  Threshold: It means the extent which the alarm will be triggered. The default value is 50
and the value range is 0~100. The larger the value, the higher the threshold.

»  Sensitivity: It means that how often the sensor will scan the image different. The higher
sensitivity it is and the more frequently it scans. The default value is 50 and the value
range is 0~100. The larger the value, the higher the sensitivity.

e Motion Detection 1: Click it on for using Motion Detection 1 function as a sensor.
You can adjust and move the detecting zone by using mouse.

e Motion Detection 2: Click it on for using Motion Detection 2 function as a sensor.
You can adjust and move the detecting zone by using mouse.

e Motion Detection 3: Click it on for using Motion Detection 3 function as a sensor.
You can adjust and move the detecting zone by using mouse.

7.8 System Log

The System Log function allows users to review any changes and events happened. The
system begins logging automatically after started.
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| € Home |

SETTING
+BASIC
-Advanced

+FTP client

:ﬁ'lhll-!-:event Tp—LINKﬁ
+Alarm output The Reliable Choice

+Schedule
+Alarm input

WELCOME TO CAMERA SETTING PAGE

+Motion detection
-System Log
*+ Setting

7.8.1 Setting
| € Home |

01:00:39 <info
01:00:39 <infa
01:04:15 <«info

Jan
Jan
Jan

MET: Gateway = 192.168.1.1
MET: Primary DMS = 192.168.1.1
RTSP: mp4 over HTTP from 192.168.1.93

Setting
SETTING
+BASIC ™ Remote Log
-Advanced Enable rermote log
+FTP client ’
S Shre erver nama |
+HTTP event Server Port ® 514 O (1024 ~ B5538)
+Alarm output = = I
+Schedule [ ” 3uee ]
+Alarm input M Current Log
*Motion detection Jan 100:00:08 <infa = SVS: log started
-System Log Jan 100:00:32 <info = MET: Metwark type = DHCP
+ Setting Jan 1 00:00:33 <info > WDT: watchdog start
Jan 1 00:00:37 <info = MET: Starting network...
Jan 1 00:00:38 «<info > NET: Network type = DHCP
Jan 1 00:00:38 <info = MNET: Host IP = 192.168.1.100
Jan 100:00:38 <info = NET: Subnet Mask = 255,255,255.0
Jan 1 00:00:38 <info > NET: Gateway = 192,168.1.1
Jan 100:00:39 <infa = MET: Primary DNS = 192,168.1.1
Jan 1 00:06:15 <info > RTSP: mp4 over HTTP from 192.168.1.93
Jan 1 01:00:38 <info = NET: Starting network...
Jan 1 01:00:38 <info > NET: Network type = DHCP
Jan 1 01:00:39 <info > MET: Host IP = 192,168.1.100
Jan 1 01:00:39 «info > MET: Subnet Mask = 255,255,255.0
i >
1 =
1 =

» Enable remote log: Enables user to send the log data to a specified log server.

& Note:

There is a function called Watchdog which can automatically detect errors and restart the IP
camera while mpeg, mjepg, 3gpp, or web cannot work. It will take about 5 minutes from detection
to reboot, and it will show up with “connecting” on mainpage during this 5 minutes. If the Watchdog
function detects errors, “*** ffmpeg”, “*** mjpeg”, “*** gsm” or “*** boa” will be shown in system log.
In this case, please send the file “backup” to TP-LINK (you can save it from Setting > Basic >
System > Initialize > Backup setting data), and also provide the router spec you're using, we will
analyze and solve the problem as soon as possible.

E-mail: support@tp-link.com
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Appendix

APPENDIX a - FRAME RATE & BIT RATE TABLE

This chapter provides tables that help you to optimize your IP camera with your network environment.
Base on your network upload environment to choose the best Image-Quality setting.

For example, if the network environment is ADSL 256Kb(upload) / 2Mb(download), the most fluent
Image-Quality needs to set up under 256 Kb situation.

A.1 MPEG4 @ 30fps / kbps

Quality 640*480 320*240 160*120
Excellent 1000 300 90
Detailed 400 150 50

Good 300 100 30

Standard 250 70 25

Medium 250 55 20

A.2 MPEG4 / kbps, fps
Image-Size Bitrate Setting Frasrgzi-;ate Current Bitrate Fr;:r:g?r:;te

640*480 2048 30 1800 26
640*480 2048 15 2200 16
640*480 1536 30 1500 30
640*480 1536 15 1700 16
640*480 1024 30 1000 30
640*480 1024 15 1000 16
640*480 512 30 500 30
640*480 512 15 600 16
320240 1536 30 1500 30
320240 1536 15 1600 16
320240 1024 30 1000 30
320240 1024 15 1000 16
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320%240 512 30 550 30
320%240 512 15 600 16
160*120 1024 30 950 30
160120 1024 15 750 16
160*120 512 30 500 30
160*120 512 15 50 16
160*120 128 30 130 30
160*120 128 15 140 16

A.3 MJPEG @ 15fps / kbps

Quality 6407480 320*240 160*120
Excellent 4000 1500 600
Detailed 2400 900 400

Good 1600 650 300
Standard 1300 500 240
Medium 900 350 170

A.4 MJPEG / kbps, fps

Image-Size Quality Setting Frasrzfti-rl]?gate Current Bitrate Frgr:;rj'\r’];te
640480 Excellent 15 4000 13
640480 Excellent 5 1600 5
640*480 Good 15 1600 13
640*480 Good 5 650 5
640*480 Medium 15 900 14
640*480 Medium 5 360 5
320*240 Excellent 15 1500 13
320*240 Excellent 5 550 5
320*240 Good 15 650 13
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320240 Good 5 260 5
320%240 Medium 15 350 13
160*120 Medium 5 130 5
160*120 Excellent 15 600 13
160*120 Excellent 5 230 5
160*120 Good 15 300 13
160%120 Good 5 115 5
160*120 Medium 15 170 13
160*120 Medium 5 65 5

APPENDIX b — STORAGE REQUIREMENT TABLE

This chapter provides tables that help you set your recording storage system.

Please refer to the following table to find out the capability for recording into your hard disk.

B.1 MPEG4 Storage Requirement GB / channel / day @ 30fps

Quality 640*480 320240 160*120
Excellent 10.5 3.2 0.9
Detailed 4.2 1.6 0.5

Good 3.2 1.1 0.3
Standard 2.6 0.7 0.3
Medium 2.6 0.6 0.2

B.2 MPEG4 Storage Requirement GB / channel / day @ 15fps

Quality 640*480 320240 160*120
Excellent 5.3 1.6 0.4
Detailed 21 0.8 0.3

Good 1.6 0.6 0.2
Standard 1.3 0.4 0.1
Medium 1.3 0.3 0.1
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B.3 MPEG4 Storage Requirement GB / channel / day

Image-Size Bitrate Setting Frame-Rate Setting Current Bitrate
640*480 2048 30 23.0
640*480 2048 15 22.2
640*480 1536 30 18.5
640*480 1536 15 17.9
640*480 1024 30 10.5
640*480 1024 15 10.5
640*480 512 30 5.3
640*480 512 15 6.3
320240 1536 30 15.8
320240 1536 15 16.9
320%240 1024 30 10.5
320%240 1024 15 10.5
320%240 512 30 5.8
320%240 512 15 6.3
160*120 1024 30 10.0
160*120 1024 15 7.9
160*120 512 30 5.3
160*120 512 15 0.5
160*120 128 30 1.4
160*120 128 15 1.5
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FAQ

Q1. What can | do if | forgot the login name and password?

Press and hold the Reset button on the bottom panel with a pin or paperclip. Please continue holding
down the Reset button for approximately 15 seconds. And then IP Camera will reboot. It will require 45
seconds. Both the default username and password are admin.

Q2. Why can’t | view the image from the web browser?

First, please make sure that you are using the web browser that supports ActiveX (Internet Explorer) or
Java script (Firefox or Safari). If it is, please install the ActiveX and Java script.

F‘““"l_ﬂ X

General | Secunty |F'ri\-'au:_l.J Cantent | Connections | Programs || Advanced

Security Settings

Select a'web content zone to specify its security seftings. Settings:

- ) Disable ~
® €@ 0 © So

. . . B d scripk behavi
|nternet Local intranet  Trusted sites Restricted @ S SIS R

sites 3 Administrator approved T
() Disable
Internet (%) Enable
Thiz zone containg all ‘Web sites pou Cite @ Download signed ActiveX controls
haven't placed in other zones : (") Disable
) Enable
Security level for this zone (%) Prompt
@ Daowenload unsigned Actively, controls
Custom (%) Disable
Cuztom settings. ) Enable "
- To change the settings, click Custorm Lewel. LR NEEET -
- To uze the recammended setiings, click Default Level. < | b
Resek cuskom settings
Reset ta: | Mediumn w | [ Reset ]
[ Cusztom Level... ] [ Default Lewvel ]
[ Ok l [ Cancel l

[ Ok H Cancel ] Aol _

As to the ActiveX installation, please check your internet option settings to confirm whether you're
allowed to install the ActiveX plug-in, which is embedded in the IP camera.

Please click "prompt" in "Download signed ActiveX controls" in the Internet Option — Security
Settings.

If you check that box, the ActiveX plug-in program would prompt automatically when you log in the
camera's web page, and then please choose to install it.

As to the Java script installation, please visit the official website here:

http://www.java.com/en/download/manual/jsp

Q3.If the image is blurry, what can | do?

Please adjust the IP Camera’s focus by rotating the Lens.

Q4. If | forgot the IP address and port of my IP Camera. What should | do?

Please download the Intelligent IP Installer Setup from our web site, or run the CD firstly. This software
will search the IP Camera automatically. Double click your IP Camera in this software, you will view the
IP address and port of your IP Camera.
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